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MMOACHUTEJIBHAS 3AIINCKA

['ocynapcTBeHHass MTOroBas aTTECTallUsl MPOBOJIUTCS C LEJIBIO BBIABICHHUS COOTBETCTBUS
YPOBHS M KayecTBa MOATOTOBKU BBITYCKHHUKOB TpeOOBaHUSAM (elepabHOr0 rocylapCTBEHHOIO
00pa30BaTENILHOTO CTaHAAPTA CPEJHETO MPO(PECCHOHATBHOIO 00pa30BAHUS TPETHETO MOKOJICHUS B
YacTU TOCYAApCTBEHHBIX TpeOOBaHMA K MHMHHUMYMY cojaepkanus no crnenuaisHoctu 10.02.05.
Ob6ecneuenue nHHOPMAITMOHHON OE30TTACHOCTH aBTOMATH3WPOBAHHBIX CUCTEM.

[Iporpamma BKIIO4aeT B ceOsl OMHMCaHWE BUAA TOCYAAPCTBEHHOM HTOTOBOM aTTeCTallH,
00bEM BpPEMEHM Ha MOATOTOBKY M IPOBEJEHHUE, CPOKH IPOBEIEHUs, NOATOTOBKY K 3amute BKP,
MPOIIEeTyphl MIPOBEJCHHS IEMOHCTPALIMOHHOTO SK3aMEHA U 3aIUThI JUIJIOMHONW paboThl, KpUTEPUU
OLIEHKU M PEKOMEHAYEMYIO TEMAaTHKY JUIJIOMHBIX paboT.

K npoxoxneHnto rocyaapcTBeHHOM utorooi arrecraumu (nanee — ['MA) nomyckarorcs
CTY/I€HTBI, HE HMEIOIINE aKaJeMUYECKOM 3aJ0KEHHOCTH M B IOJHOM OOBEME BBINOJIHUBIINE
y4eOHBIN TUIaH WM WHIUBUAYAJIbHBIA Y4eOHBIM IUIaH MO MporpamMMme MOJATOTOBKU CIIELMAJIMCTOB
cpearero 3BeHa mo cneruaidbHOocTH 10.02.05. Obecneuenne WHPOPMAIMOHHON 0€30MacHOCTH
aBTOMATHU3HPOBAHHBIX CUCTEM.

®OPMA 1 BUJI TOCYJIAPCTBEHHOM UTOIOBOM ATTECTAIIIA

@opMOil  TOCYIAapCTBEHHOW HMTOTOBOM  aTTECTAallMM IO [pOrpaMMe  MOATOTOBKHU
CTHELMAINCTOB CpeAHero 3BeHa mo crenuaibHocTH 10.02.05. Obecneyenune HMHPOPMALMOHHOM
0€30MacHOCTH aBTOMATHU3HPOBAHHBIX CHUCTEM SIBIISIETCS 3alllUTa BBITYCKHOM KBaJIH(PUKAIMOHHOMN
pabots! (BKP).

Beimycknast kBanudukanuoHHas paOoTa BBINONHSETCS B BUAE JUIUIOMHOM paboThl /
MIPOEKTa U AEMOHCTPALIMOHHOT 0 K3aMeHa (/19).

TemaTnka BBITYCKHON KBaJIM(UKAIIMOHHON pabOThI JOKHA COOTBETCTBOBAThH COJIEPIKAHUIO
OJTHOT'O WJIM HECKOJIBbKHX MpodeccuonanbHbix Moaynet B coorBerctBuu ¢ @I'OC CIIO.

JleMOHCTpallMOHHBINA 9K3aMEH HalpaBJieH Ha ONpe/iesieHue YPOBHSI OCBOEHUS BBIITYCKHUKOM
MaTepualia, IpeayCMOTPEHHOr0 00pa3oBaTeIbHON MPOTpamMMOi, M CTENeHU C(HOPMHUPOBAHHOCTU
npoeCCUOHAIBHBIX YMEHMH M HABBIKOB ITyTEM IPOBEIEHUS HE3aBUCHUMOHN HKCIEPTHON OLIEHKU
BBIMIOJTHEHHBIX ~ BBIIYCKHUKOM  IPAaKTUYECKUX  3aJaHUMl B YCIOBHUSIX  PEAIbHBIX  WIH
CMOJIEJTMPOBAaHHBIX IPOU3BOJACTBEHHBIX IIPOLECCOB.

OBBEM BPEMEHH HA IIOJITOTOBKY ¥ ITPOBEJIEHUE I'OCYJIAPCTBEHHOI
UTOI'OBOM ATTECTAIIUH
IlogroroBka K TIOCYyIapCTBEHHOM WTOTOBOM aTTECTAlMU  ONPENEIETCs  dTanaMu
BhITIOJIHEHMSI opM U BU10B [ IA.
Ha noaroroBky k rocyapcTBEHHOI UTOTOBOM aTTeCTallMi OTBOAUTCS 4 HEJENN:
¢ 18 mas no 14 urons 2026 .
Ha rocynapcTBeHHY0 HTOTOBYIO aTTECTALIMIO OTBOJUTCS 2 HEJENH:
¢ 15 o 28 uronsa 2026 r.

4. TPEBOBAHMUS K PE3YJIIBTATAM OCBOEHMUSI IIIICC3

BBIHYCKHI/IK JOJIKCH O6HaI[aTB CJICAYHOIINMHA 06H_[I/IMI/I KOMIICTCHIIUAMMU .

HIndgp HanmeHoBaHnue KOMIETEHIUH




Dxcnnyamayus agmomMamu3upo8anHulx (UHGOPMAYUOHHBIX) CUCTNEM 8 3AUULYEHHOM
UCNOIHEeHUU

OK 01 BeiGupats crioco0s! perieHus 3a1a4 npodeccuoHanbHOM AesITeIbHOCTH,
MPUMEHUTEIBHO K Pa3IMYHbIM KOHTEKCTaM

OK 02 OcCylIecTBISITh MOUCK, AaHAIM3 U MHTEPIIPETALNIO HHPOPMAITUH, HEOOXOIUMOMN
JUTSI BBITIOJTHEHUS 3371a9 TPO(eCCHOHAIBHOM A TETbHOCTH

OK 03 [TnanupoBaTh M peaau30BbIBaTh COOCTBEHHOE NPO(ecCHoHaIbHOE 1
JUYHOCTHOE Pa3BUTHE

OK 04 PaGorath B komekTuBe U KOMaH e, 3p(HEeKTUBHO B3aUMO/IEHCTBOBATH C
KOJJIEraMH, PyKOBOJICTBOM, KIIMEHTaMU

OK 05 OcCy1IecTBIATh YCTHYIO U TUCbMEHHYI0 KOMMYHHUKAIMIO HA TOCYJapCTBEHHOM
A3BIKE C YUETOM 0COOEHHOCTEH COLMANBHOTO U KYJIbTYPHOI'O KOHTEKCTA

OK 06 IIposABIATE rpaXkAaHCKO-TIATPUOTUYECKYIO MO3ULUIO, JEMOHCTPUPOBATH
OCO3HAHHOE MOBE/IEHNE Ha OCHOBE TPAJUIIMOHHBIX 00I€YeTI0BEYECKIX
LIEHHOCTEH, MPUMEHSATh CTaHIaPThl AHTUKOPPYIIIMOHHOTO TTOBEICHUS

OK 07 CogelicTBOBaTh COXPAHEHHUIO OKPYIKAIOIIEH CPEIbI, PECYypcoCcOepeKeHHIO,
3¢ HEKTUBHO AEHCTBOBATH B YPE3BBIYANHBIX CUTYALUSIX

OK 08 Hcnonp3oBaTh cpeacTBa GU3NUECKON KYIbTYPBI A1 COXPAaHEHUS U YKPETIIICHUS
3JI0pOBbS B Ipo1iecce NpOoPecCHOHANTBHOM AeSITETbHOCTH U MO PKaHHS
HE00X0IMMOT0 YpOBHS (hPHU3HUECKOMN MOATOTOBIEHHOCTH

OK 09 Hcnonb3oBaTh MHOOPMALIMOHHBIE TEXHOJIOIMH B IPO(ECcCHOHATBHOM
JesATEeIbHOCTU
OK 10 [Tonp3oBaThCs MpodecCHOHATBFHON TOKYMEHTAllMe Ha TOCYAapCTBEHHOM H

HHOCTPAHHOM A3bIKax

I[IK 1.1. [ ITpou3BOAUTH YCTAaHOBKY U HACTPOMKY KOMIIOHEHTOB aBTOMAaTHU3UPOBAHHBIX
(I/IH(l)OpMaLII/IOHHBIX) CHUCTEM B 3allTMIICHHOM HCIIOJIHEHHUH B COOTBETCTBHU C
TpeOOBaHUSMU IKCIUTYaTalIMOHHOW JJOKYMEHTAIUH.

[IK 1.2. | AaMuHMCTpHpPOBATH MPOrpaMMHBIE U IPOIPAMMHO-AINIAPATHBIE KOMITIOHEHTBI
ABTOMATH3UPOBAHHOM (MH(POPMALIMOHHO) CHCTEMBI B 3AIIUIIICHHOM
WCIIOJIHEHUHU.

IIK 1.3. | OGecneunBaTh Gecriepe0oiiHyI0 paboTy aBTOMAaTU3UPOBAHHBIX
(MH(OPMAIIMOHHBIX) CUCTEM B 3aIIUIIIEHHOM HCIIOJIHEHUH B COOTBETCTBUHM C
TpeOOBAHUAMU SKCILTYaTALlMOHHOM JJOKYMEHTALUH.

I[IK 1.4. | OcymiecTBasTh IPOBEPKY TEXHUUECKOIO COCTOSIHUS, TEXHUUECKOE
00CITy’)KUBaHHE U TEKYIIMHA PEMOHT, YCTPaHAITh OTKa3bl U BOCCTAHABIMBATh
paboToCcoCOOHOCTh AaBTOMATU3UPOBAHHBIX (MH(POPMAIIMOHHBIX) CUCTEM B
3alUIIEHHOM UCIIOJITHEHUU.

3awuma ungopmayuu 8 a8MOMaAMUUPOBAHHBIX CUCTNEMAX NPOSPAMMHBIMU U
NPOSPAMMHO-ANNAPAMHBIMU CPEOCMBAMU




OK 01 Bei6upats crioco0sl perieHus 3a1a4y npodecCuoHanbHOM AesITeIbHOCTH,
NPUMEHHUTEIHHO K Pa3ITMYHBIM KOHTEKCTaM

OK 02 OcymiecTBIATh NOUCK, aHAJIU3 U UHTEPIPETALMIO HH(POpMALMK, HEOOXOIUMOMN
JUTSI BBITTOJIHEHUS 3a1a4 MTPo(ecCroHaIbHON e TeIbHOCTH

OK 03 [TnanupoBaTh ¥ peaanu30BbIBATh COOCTBEHHOE PO(ecCHOHATEHOE U
JTUYHOCTHOE Pa3BUTHE

OK 04 PaboTaTh B KOUIEKTHBE U KOMaH 1€, 9 ()EKTUBHO B3aMMOICHCTBOBATH C
KOJJICraMHu, pyKOBOIICTBOM, KJINCHTAMU

OK 05 OcCyIecTBIATh YCTHYIO U TUCbMEHHYI0 KOMMYHHKAIMIO Ha TOCYAapCTBEHHOM
A3BIKE C YUETOM 0COOEHHOCTEH COLMANBHOTO U KYJIbTYPHOI'O KOHTEKCTA

OK 06 IIposABIATE IrpaXkAaHCKO-IATPHOTUYECKYIO IMO3ULUIO, JEMOHCTPUPOBATH
0CO3HAHHOE MOBEICHUE Ha OCHOBE TPAJULIMOHHBIX 00IEeYeTIOBEYECKIX
LIEHHOCTEH, MPUMEHSTh CTAHIaPThl AHTUKOPPYIIIMOHHOTO TTOBEICHUS

OK 07 CoJelicTBOBaTh COXPAHEHHUIO OKPYIKAIOIIEH CPEIbl, peCypcocOepeKeHuI0,
3¢ (HEeKTHBHO JICHCTBOBATH B UPE3BBIYAMHBIX CUTYAIIUIX

OK 08 Hcnonp3oBaTh cpeacTBa GU3UIECKON KYJIBTYPHI ISl COXPAHEHUS U YKPETUICHUS
3I0POBBS B TIPOIECCE MPOPECCHOHATBHON NeITeTFHOCTH U MO ICP KAHUS
HE00XO0IUMOT0 YPOBHS (hPU3HUECKOM MOArOTOBIEHHOCTH

OK 09 Hcnonb3oBaTh MHOOPMAIIMOHHBIE TEXHOJIOIMH B IPO(ECcCHOHATBHOMN
NesATeTbHOCTH
OK 10 [Tonp3oBaThcs MpodeccnoHaabHOM JTOKYMEHTalue Ha TOCY1apCTBEHHOM U

HHOCTPAaHHOM A3bIKax

[IK 2.1. | OcymecTBaaTh yCTAHOBKY U HACTPOUKY OT/AEJIBHBIX MPOrPAMMHBIX,
MIPOrPaMMHO-AIIAPATHBIX CPEACTB 3AIMUTHI HH(OPMAIIHH.

[IK 2.2. [ O6ecneunBaTh 3amuTy HHGOPMAIIMKA B ABTOMAaTH3UPOBAHHBIX CHCTEMAaX
OTACJIbHBIMU MPOTrpaMMHBIMHU, IIPOTPAMMHO-AINITIapaTHBIMU CPCACTBAMMU.

[IK 2.3. | OcymecTBasTh TeCTUpOBaHHE (PYHKUINN OTIEIBHBIX IPOTPAMMHBIX U
POTrpaMMHO-aINIapaTHBIX CPEACTB 3ALUTHI HUH(OPMALIHH.

I[IK 2.4. | OcymectBnsaTe 00pabOTKy, XpaHEHHE U TIepeaady HHPOpMAITIT
OTPaHUYEHHOTO JIOCTYyTIA.

[IK 2.5. | YHH4TOXaTh HH)OPMAIUIO U HOCUTENIN HH(POPMAIIUH C UCTIONH30BAHUEM
IIPOrPaMMHBIX ¥ IPOTPaMMHO-aIapaTHBIX CPEICTB.

IIK 2.6. | OcymmecTBIATh perucTpalnio OCHOBHBIX COOBITHI B aBTOMAaTU3UPOBAHHbIX
(nH(GOPMAIIMOHHBIX ) CHCTEMAaX, B TOM YHCJIE C UCIIOJIb30BAHUEM MPOTPAMMHBIX
U IPOrPaMMHO-ANIAPATHBIX CPEACTB OOHAPYKEHUS, TPEAYIPEKIACHUS U
JIMKBUIAIUY TTOCIIEACTBUN KOMITBIOTEPHBIX aTaK.

3awuma ungopmayuu mexnuveckumu cpeocmseamu




OK 01

Bei6upats crioco0sl perieHus 3a1a4y npodecCuoHanbHOM AesITeIbHOCTH,
NPUMEHHUTEIHHO K Pa3ITMYHBIM KOHTEKCTaM

OK 02 OcymiecTBIATh NOUCK, aHAJIU3 U UHTEPIPETALMIO HH(POpMALMK, HEOOXOIUMOMN
JUTSI BBITIOJIHEHUS 3a71a4 MPOo(ecCHOHATBbHON e TEIbHOCTH.

OK 03 [TnanupoBaTh ¥ peaanu30BbIBATh COOCTBEHHOE PO(ecCHOHATEHOE U
JMYHOCTHOE Pa3BUTHE.

OK 04 PaGoTaTh B KOIIEKTHBE U KOMaH/Ie, 23((HEKTUBHO B3aUMOICHCTBOBATH C
KOJJIEraMH, PYKOBOJICTBOM, KIINEHTaMHU.

OK 05 OcCyIecTBIATh YCTHYIO U TUCbMEHHYI0 KOMMYHHKAIMIO Ha TOCYAapCTBEHHOM
A3BIKE C YUETOM 0COOEHHOCTEH COIMAIBbHOTO U KYJIbTYPHOI'O KOHTEKCTA.

OK 06 [TposiBASATH rpak1aHCKO-MIATPUOTUYECKYIO MTO3UIINIO, JEMOHCTPUPOBATH
0CO3HAHHOE MOBEICHUE Ha OCHOBE TPAJULIMOHHBIX 00IEeYeTIOBEYECKIX
LIEHHOCTEH, MPUMEHSATh CTAHIapPThl AHTUKOPPYIIIMOHHOTO ITOBEJICHUS.

OK 07 CoJelicTBOBaTh COXPAHEHHUIO OKPYIKAIOIIEH CPEIbl, peCypcocOepeKeHuI0,
3¢ PEKTUBHO IEHCTBOBATH B UPE3BBIYANHBIX CUTYAIUSX.

OK 08 Hcnonp3oBaTh cpeacTBa GU3UIECKON KYJIBTYPHI ISl COXPAHEHUS U YKPETUICHUS
3JI0POBbS B IpoIiecce NPOPEeCcCHOHANTBHON AeSITETLHOCTH U MOAIEPKaHHS
HE00X0UMOr0 YpOBHS (PU3MUYECKOI MOATOTOBICHHOCTH.

OK 09 Hcnonb3oBaTh MHOOPMAIIMOHHBIE TEXHOJIOIMH B IPO(ECcCHOHATBHOMN
JeSATEIbHOCTH.

OK 10 [Tonb3oBaThcs mpodeccroHaIbHOM TOKyMEHTallMel Ha TOCYAapCTBEHHOM U
MHOCTPaHHOM SI3bIKE.

IIK 3.1. [ OcymiecTBisTh YyCTAaHOBKY, MOHTa)K, HACTPOMKY U TEXHUYECKOE 00CITy)KHBaHUE
TEXHUYECKHUX CPEJICTB 3aIIUTHI HHPOPMALIMU B COOTBETCTBUU C TPEOOBAHUSIMU
AKCILTYaTaI[MOHHOM TOKyMEHTAIMH.

IK 3.2. | OcymecTBIsATh 3KCITyaTallMI0 TEXHUYECKUX CPEICTB 3aIIUThHI HHPOPMAaLUH B
COOTBETCTBUU C TPEOOBAHUSAMU HKCILTYaTaI[MOHHON TOKyMEHTAIMH.

IIK 3.3. | OcymecTBisTs U3MEPEHHE MapaMETPOB MOOOUHBIX 3JIEKTPOMArHUTHBIX
U3ITyYEHUH U HaBOJIOK, CO37aBaEMbIX TEXHUUECKUMHU CpeCTBaMU 00paboTKU
MH(POPMALIUU OTPAaHUYEHHOTO J0CTYTIA.

[IK 3.4. [ OcymecTBasaTh U3MepeHNE MapaMeTpoB (DOHOBBIX IITYMOB, a TAaKKe (PU3NIECKUX
1oJIeH, CO3/1aBaeMbIX TEXHUYECKHMMHU CPEACTBAMH 3aIlUThl HH(POpMAIUH.

IIK 3.5. | Opranu3oBbIBaTh OTAEIBHBIE pAOOTHI MO (PU3UIECKO 3auTe 00BEKTOB

nH(pOpPMaTU3ALIHH.

5. TPEBOBAHMSI K BBIITY CKHOM KBAJIMGUKALIMOHHOM PABOTE

5.1. IlpumepHasi TEeMAaTHKA BbINY CKHBIX KBAJIN(PUKALMOHHBIX padoT

1. I[IpoekT oOecrieueHs] HHKEHEPHO-TEXHUYECKOM 3aIlUThl 00bEKTa oduca sl yCHIICHUS
ero nHGOpMaIMOHHOHN 6€30MacCHOCTH




2. PazpaboTka KOMIUIEKCHOM CUCTEMBI 3aIUThI HH(OpMAIIMU 0O0BEKTA 3aLUThI

3. Pa3paboTtka koMIiekcHOM cuctemsl 3amuThl HHPopmanun (KC3U) npennpusitus.

4. PazpaboTka OCHOBHBIX HamnpasieHui coepiencTBoBanus KC3U npenmnpusrus.

5. Pa3paboTka crieHapus HH)KEHEPHO-TEXHUYECKON 3aIUTh HH(POPMAIIH B

KaOuHeTe/moapasieneHun (yka3aTb Ha3BaHUE) PYKOBOAUTENSI OpraHU3alun

6. CoBepIICeHCTBOBAHUE CUCTEMbI HHPOPMAIIMOHHON 0€30ITaCHOCTH B TIOMEIICHHSIX

Ha3BaHUE OpraHMU3aLINH.

7. Opranuzanus 0€30MacHOCTH CETH MPEANPHUATHS C UCTIOIB30BAHUEM OTepAIMOHHOM

cuctemsl Linux

8. ABToMaTtu3arus obecrieueHnss HHPOPMAIMOHHON 0€30TaCHOCTH IPYIBI KOMIIAHUN Ha

6aze OC Unix/Linux.

9. Opranuzanus 6e3omacHoro yaaieHHoro poctymna k JIBC nmpeanpustus.

10. TTocTpoeHue 3aNMIIEHHON BUPTYAIbHON CETH Ha 0a3e CIeIHATU3UPOBAHHOTO

IIPOrpaMMHOT0 00ecIieYeHus Ha IPEANPHUITUH.

11. ABromaru3zaius ydaera KOH(QUACHINAIBHBIX JOKYMEHTOB Ha MPEINPUATHH.

12. Opranusanys MpoueccoB MOHUTOPHUHIa KOH(PHIEHIIMAIBHOIO JOKYMEHTO000pOTa Ha

MPEINPUATHH.

13. ABTOMaTH3aIMsI ITpoLecca MIPOBEPOK HATTMUUSA KOH(DUICHIIMATBHBIX TOKyMEHTOB Ha

MPEINPUATHH.

14. Opranuzaiys CUCTEMBI TUTAHUPOBAaHUS W KOHTpOJI GpyHKImorupoBanus KC3U na

MPEINPUATHH.

15. Opranmzanus noacucTemMsl, ooecneunBaronieii ynpasienne KC3U B ycrnoBusx

YpE3BbIYANHON CUTyalluu Ha IPEINPUATHH.

16. PazpaboTka metononoruu npoextuposanus KC3U.

17. Pa3paboTka mMozeneii nmporeccoB 3amuTsl HHGopMarun rnpu npoextupoBannn KC3U.

18. PazpaboTka cTpyKTypHO-QYyHKIHOHAIBHON Moaenu ynpasnenus KC3U npennpusrus.

19. Pa3paboTka mpoekTa mporpaMMHO-alapaTHOH 3amuTsl HHOOPMAIIH TIPS IIPUSTHS.

20. KpunTorpaduueckue cpeacTBa 3aluThl HHPOpPMaIMK Ha OCHOBE JUCKPETHBIX

HOCHUTENEH.

21. O6ocHOBaHME U pa3paboTKa TPeOOBAHUM U MPOLEAYP MO 3alUTe HHPOPMALIUU

OTPaHUYEHHOT0 JTOCTYNa Ha MPEINPHUITHH.

22. Pa3paboTka TpeOoBaHMIA IO OPraHU3AIMOHHOM 3aIuTe KOH(PUISHIINATEHON

nH(popMaluy, nepesaBaeMoi u nomyyaemoit o cetu Murepuer.

23. O6ocHOBaHME U pa3pabOTKa Mep OpraHU3alMOHHOM 3aIUThl KOH()UICHINATBHOMI

WHpOpPMAIIMKM TIPM  B3AaUMOJICHCTBUM  COTPYIHHKOB TMPEINPHUATHS CO CTOPOHHUMH
OpraHu3alUsIMHU.

24. O6ocHOoBaHuE U pa3paboTka TPEOOBAHMI U MPOIICAYP MO 3aMUTE KOHPUICHITHATHHON

uHpopMaIuy, oOpabaTbIBaeMOi CpeAcTBaMuU BBIYMCITUTEIHHON TEXHUKHU u
MH(GOPMaLlMOHHBIMU

CUCTEMaMH.

25. Opranuszanusi mopsiaKa YCTAaHOBJICHHS] BHYTPUOOBEKTHOTO CIIELIPEKMMa Ha OOBEKTE

uHpOpMAaTHU3ALINY.

26. Opranu3zanys 3allUThl IEPCOHAIBHBIX JaHHBIX HA OCHOBE MCIIOJIb30BaHUs IPABOBBIX

Mep.

27. Pa3paboTka KOMIUIEKCHOW CHCTEMBI 3allIThl HHPOPMAIIMK HA PEIPUATHH,

OCYILECTBIISIOLIEM U3TOTOBIIEHHE POOOTOB, OCHAIIEHHBIX IPOrPAMMHBIM 00€CTICUEHUEM,

IIPEJCTABIIAIONIEM KOMMEPYECKYIO TalHY.

28. Pa3paboTka 1 anaiu3 3(p(HeKTUBHOCTH BHEAPEHHS MEP I10 3aLIUTE HHPOPMALIUU

TOPTOBBIX aBTOMATOB, NOJKIFOUYEHHBIX K INI00aJIbHOM CETH U YIIPABISAEMBIX YIAIECHHO.

29. Pa3paboTka opraHu3aliMOHHO-TEXHUYECKUX MEPOTIPUATHI TI0 00ECTIEYCHUIO

0€3011aCHOCTH (PYHKIMOHUPYIOIEH MHPOPMALIMOHHO-BBIYUCIUTEIBHON CUCTEMBI ITPH BBOJE



IKCILTyaTaIMio (BHEAPEHUH) €€ JOMOIHUTENBHBIX ouepeie (OICUCTEM) CTOPOHHUMHU
OpTaHU3aIUSIMHU.

30. Pa3paboTKa TUIIOBOTO MPOEKTa KOMILIEKCHON CUCTEMBI 3aIUThl HHPOPMALIUU HA
MPEeANPUSATHH, OCYIIECTBISIONIEM paclpeieIeHHYIO TPOoAaKy NPOAYKLHHU C €IMHOTO CKiIajia
(MOKHO B35ITh HHYIO C(hepy IesATEIbHOCTH).

31. Pa3paboTka cucTteM BHICOHAOIIOACHUS M CUTHAIU3AIUH JIJII 00CCTICUCHHMSI 3aITUThI
nH(pOpMAaIIUY HA TPEIIPUITUH.

32. Opranuzanusi aBTOMaTU3UPOBAHHOTO MTPOMTYCKHOT'O PEKKUMa Ha KPYITHOM MPEATPUATUU
(1a mpumepe).

33. Pa3paboTka npoeKkTa opraHu3allMOHHBIX MEp IO 3alUuTe ayJHONH(POPMAIINH B
JIOKAJIBHOW CETH.

34. O6ocHOBaHME U pa3paboTKa TpeOOBAHMIA U TIPOIIEAYD IO 3aIUTe HHHOPMAITUN
OTPAHUYEHHOTO JTOCTYTA Ha IPEIIPHUSITHH.

35. Pa3paboTka cucTeMbl 3alUThl HH(POpMAaIKi KOH(DUIESHIINAIBHOTO XapaKkTepa OT YyTeUKU
M0 TEXHUYECKHM KaHaJlaM.

36. Opranusanusi CUCTEMbI KOHTPOJISL AOCTYIA U 3alIUTH HH)OPMAIK Ha TIPEIPUITHH.
37. 3ammrTa pedeBoi HHPOPMAIUH B KaHAJIAX CBSI3H KOMMEPYECKHUX OPTaHHU3AIIHA.

38. Pa3zpaboTka TUIOBOTO MPOEKTa KOMIUIEKCHON CHCTEMBI 3aIIUTHl HH()OpMAaIUY Ha
MPEINPUATHH, OCYIIECTBISIONIEM PACIIPEeNIEHHYIO MPOIAXKy MPOIYKIIMU C €IUHOTO CKJIAJa.
39. Pa3zpaboTka MeponpUaTU OPraHU3aIOHHOTO XapaKTepa Mo 00ecrneyeHHIo
KOMIUICKCHOM 3aIUThI HH(OPMAIIUH.

40. Pa3paboTka (IMmpoeKTa) CUCTEMbI BUICOHAOIIOICHUS U KOHTPOJIS JOCTyIa K 00beKTaM
MH(pOpPMaTU3ALINH.

5.2. PykoBOACTBO BBINYCKHOM KBaJIN(QUKALNOHHON padoToii

OO1miee pPyKOBOJCTBO JHUIUIOMHON pabOTONH / MPOEKTOM OCYIIECTBISETCS OTICIICHUEM
Komnemxa Antl'Y.

PykoBoauTENb TUTUIOMHOM paboThI / MPOEKTa OKA3bIBAET MOMOIIb CTYJEHTY B pa3paboTKe
IUTaHa, ONpeeseT 3aJaHue IO JTamaM, OCYIIECTBIIIET IOCTOSHHBIA KOHTPOJb 3a XOJO0M
BBITOJIHEHUSI HCCIICIOBAHMUS, IIPOBOJAUT HEOOXOIMMOE HAYYHOE KOHCYIbTUPOBAHUE, KOPPEKTHPYET
paboTy cTyAeHTa Mo MoAOOPY HEOOXOAMMOU JTUTEPATYPHI.

[To 3aBepiieHrM pabOTHI PYKOBOAWUTENH IPEICTABISET NMUCHBMEHHBIH OT3bIB, B KOTOPOM
JIe7IaeT3aKIF0YCHNE O TOTOBHOCTH CTY/ICHTA K 3all[UTe TUIJIOMHOM paboTh / MPOEKTa Ha 3aceJaHuN
I'DK.

5.3. BpinoJ/iHeHHe BbIITYCKHONH KBATH(UKALNOHHOI padoThI

OcHOBHasi 1eJb JAWIUIOMHOW paboThl / TMpoeKTa 3akKIroyYaeTcss B TOM, 4TO HpU €&
BBINOJIHEHUHI0JIKHBI OBITh PACKPBITHI CIIOCOOHOCTH BBIITYCKHUKA IPUMEHSTH [TOJyUYEHHBIE B X0J1€
Oo0y4eHHs TEOpPETHYECKHME M TMPAKTHYECKUE 3HAHHUS TMPH PEHIEHUH KOHKPETHBIX 3ajad.
[IpakTuyeckast 3HaUUMOCTb AUIUIOMHON pabOThI ONpeesieTCs TeM, B KAKOM Mepe coaepKaliecs
B HEH MpPEUIOKEHUS U PEKOMEHJIAIMH CIIOCOOCTBYIOT YIIYUIICHUIO NEATEIBHOCTH HPEANPHUITHS,
MOTYT OBbITh IPUMEHEHBI U MOJIOKHUTEIBHO OLIEHEHBI €r0 PYKOBOACTBOM.

JUist TOCTHXKEHUST OCHOBHOM LIENM NP HAITMCAHUU BBITYCKHOW KBaJIM()UKAIMOHHON paboThI
JOJKHBI OBITh KOHKPETU3UPOBAHBI CIEAYIOLINE 3aJauu:
( CUCTEMAaTHU3alMsl (3aKpeIJIEHME W PAaCUIMPEHUE IIOJYYEHHBIX TEOPETHMUECKUX 3HAHUU H
IIPAKTUYECKUX HABBIKOB);
( OBJIQ/ICHUE METOJIMKON HAaydyHOT'O HCCIIEIOBAHUS MpPHU PEIICHHH IMPOOJIEMHBIX BOIPOCOB
JTAHHOM TEMEI,
( CaMOCTOSITEIIBHOE IIPOBEICHUE AHAIUTUYECKUX UCCIIEA0BAHUM HA IIPOU3BOJICTBE;
( BBISIBICHME Ha OCHOBE IIPOBEJEHHOIO aHajlu3a HUMEIOIUXCA pe3epBOB, 0000LIECHHE



pe3ynbTaToOB, pa3padoTKa KOHKPETHBIX MPEUIOKEHUH U PEKOMEH AL .

CryneHTaM mpeloOCTaBIsSE€TCS MPaBO BbBIOOpAa TEMbl BBITYCKHON KBaJIU(UKAIIMOHHOM
paboThI.

[ToaroroBke BBHITYCKHOW KBaTM(PHUKAMOHHON PabOTHI MOKET MPEAIIECTBOBATh HAMCAHUE
KYpCOBO# paboThl, pa3paboTka TeMbl M MaTepUaIbl KOTOPOH MOTYT OBITh HAauadbHBIM ATAIIOM
HAMUCaHUS BBITYCKHOM KBAIU(UKAIIMOHHOMN paboTHI.

B cnyyae HeoO0XOIMMOCTH MOXKET HPOBOJUTHCSA TNpEABAPUTENbHAS 3aIlUTa BBITYCKHOM
KBaJIM(UKAIIMOHHOW paboThl Ha OTAENIEHUH SKOHOMUKHM M HMH(DOPMAIMOHHBIX TexHosoruil. Ha
IIPE/IBAPUTENIHON 3aIllUTe CTYACHT KpAaTKO MpeACTaBiseT pabOoTy M OTBEYAaeT Ha BOIPOCHI
npenogasatene  otneneHusd. llponeaypy  nmpensamuTel  peKOMEHAYETCS  IPOBOAUTH €
3aCHyIIMBAaHUEM  OT3bIBA  PYKOBOAMTENS M IPEJICTAaBICHHMEM  TEKCTa  BBIIYCKHOHN
KBaJIN(UKAIIMOHHOM pabOThI C UCTIOJIB30BAaHUEM MYJIbTUMEIUHHON MTPE3ECHTAIIIH.

BaxHbIM yclOBHEM TOATOTOBKM K 3alllUTe€ BBIMYCKHOM KBalM(PUKALMOHHOW pabOTHI
ABIIAETCA KadyecTBeHHass paboTa Ha BCeX HJTamax OT BBIOOpa TEMBbI O 3aUIUTHI BHIOJHEHHOU
paboTHL

[locnie mpoBepKH PYKOBOAUTEIh CTABUT CBOIO MOANHUCH HA TUTYJIBHOM JIMCTE M BMECTE C
OT3BIBOM TIPE/ICTABISIET BBIMTYCKHYIO KBAJIM(UKAIIMOHHYIO pa0OTy 3aBEAYIOIIEMY OT/ACJICHHEM He
nmo3jHee, 4eM 3a 14 nHell 10 3amMThl B OJTHOM 3K3EMIUISIpE B 3JIEKTPOHHOM BHzE. B oT3bIBE
PYKOBOAMTEND yKa3bIBa€T CTENEHb COOTBETCTBUSI COAEpkKaHUs pabOThI 3asBICHHON TEME, a TaKkKe
TpeOOBaHUSAM, MPEABIBIAEMBbIM K HAlMCAaHUIO BBHIMYCKHOW KBalIM()PHUKAIMOHHON pabOThI, CTENECHb
BBIMIOJIHEHMS 3a/lad UCCIEOBAaHUS, JA€T XapaKTEPUCTHKY CaMOCTOSITEIbBHOCTH IPOBEJEHHOIO
UCCIIeTIOBaHMs, OTMEYAET MOJIOKUTENbHBIE CTOPOHBI M HETIOCTATKU PabOTHI.

Pernien3eHTaMu MOTYT BBICTYNATh CHEIMAIMCTHI M3 YMCIIAa PAaOOTHHUKOB 00pa30BaTEIbHBIX
OpraHu3aIfil, IPEeaNPUITHIA, XOPOIIO BIACIONINE BOIPOCAMH, CBI3aHHBIMU C TEMATUKON pabOTHI.
PernieH3eHT OIEeHMBAaET aKTyaJbHOCTh TEMATUKHA paOOTHI, CTENEHb COOTBETCTBHUS COJEPIKAHUS
paboTel TemMe HcCIeloBaHUs, OOOCHOBAHHOCTh U JIOKA3aTENbHOCTh BBIBOJIOB pabOThl U T.IN
CopepxaHue pELEH3UU JOBOAMUTCSA /10 BBITYCKHUKA HE IO3[HEE, YeM 3a 2 JAHS [0 3alllUThl
TUTUIOMHOU paboThI / MpOEKTa.

3amTa JUIUIOMHBIX paboT / TPOEKTOB TMPOBOAWUTCS HA OTKPHITOM 3acelaHuu
rocyAapCTBEHHOM HK3aMEHAllMOHHON KOMHCCHUH C YYaCTHEM HE MEHee JIByX TpeTell ee cocrtaBa. Ha
3amuty otBoauTcs 10 30 munyT. [Iponenypa 3anmuThl yctanaBnuBaercs npenacenatesnem ['IK mo

COIVIACOBAHUIO C YJEHAaMH KOMHCCUHM M, KaK IpaBWiIO, BKJIKOYAET AOKJAJ CTylIeHTa (He
6onee 10 MUHYT), UTEHHE OT3bIBa M PELEH3UHU, BOMPOCHI WIEHOB KOMHUCCUHU, OTBETHI CTYICHTA.
MoxeT OBITh IPETYCMOTPEHO BBICTYIUICHHE PYKOBOIUTENS AUIJIOMHON pabOThI / MPOEKTa, a TAaKXKe
pelleH3eHTa, €Cii OH TMpHUCYTCTByeT Ha 3aceganuu ['DK. B ciydae ero oTcyrcTBusl penieH3us
3aunThIiBaeTcs cekperapeM ['OK.

Ha 3ammre Moryr mnpHCYTCTBOBaTb PYKOBOIUTENM [AMILUIOMHBIX pabOT / MPOEKTOB,
peleH3eHThl, paboTomareny. Bce mpucyTcTByrolIe MOTYT 3aJaBaTh BOIPOCHI MO COAEPIKaHUIO
paboTHI.

5.4. ITanbl BbITYCKHON KBAJIN(PUKAITUOHHOH PadoThI

Hpouecc IIOATrOTOBKH, BBIIIOJHCHUA M 3allIUTBI BBIHYCKHOﬁ KBaHH(bHKaHHOHHOﬁ pa6OTBI
COCTOMUT U3 CIICAYIOIIUX OTAIlOB!:

( BBIOOD TEMBI M COIJIACOBAaHHE €€ C PYKOBOAMTENIEM BBHITYCKHOW KBaJIM(HUKAIMOHHON
paboTsr,

( COCTaBJICHHUE IUIaHA BBITYCKHOW KBaTH()UKAIIMOHHOW PabOTHI,

( 1o 00p HOPMATUBHO-TIPABOBBIX IOKYMEHTOB U JINTEPATYPHI;

( coop u ob6paboTka akTuyeckoil MH(OpPMAIMU MO TeMe BBIMYCKHOH KBalu(UKAIMOHHON
paboTHI;

( HanucaHue paboThl;

( MOJTy4YEeHUE OT3bIBA OT PYKOBOJIUTEIS Ha BBITYCKHYIO KBATM(UKAIIMOHHYIO paboTy;

( MOJIy4EeHHE PELEH3UH Ha BBITYCKHYIO KBATM(PUKALMOHHYIO paboTy;



( MOJATrOTOBKA JIOKJIa/1a U MPE3EHTALNY ISl 3aILUTHI;
{ 3amuTa padoThI.

Beimycknas kBasnn¢pukanuoHHas paboTa JODKHA OTBEYaTh TPEOOBaHMAM JIOTMYHOTO H
YETKOTO M3JIOKCHHS MaTepHana, JT0Ka3aTeIbHOCTH M JOCTOBEPHOCTH (DAaKTOB, OTpa)kaTh yMEHHE
CTY/IGHTa TIOJb30BATHCS  pAIlMOHAJIBHBIMH TIpUEMaMH  IIOMCKa, oOTOOpa, 00paboTku W
cHCTeMaTH3aluu HHPOPMAIHH, CIIOCOOHOCTH paboOTaTh ¢ HOPMATHBHO- IIPABOBBIMH aKTaMH.

CtpykTypa, conep:xxanue u opopmiaenue BKP

BKP nomxHa colepaTb: TUTYJIBHBIM JINCT; COJEP’KAHHME; BBEICHUE; OCHOBHYIO 4YacCTh;
3aKJIFOUYEHHE; CTUCOK MCTIOIb30BAHHBIX HCTOYHUKOB U JIUTEPATYPHI; MPUIIOKEHHE(-).

BKP nomxHa UMETh JIOTUYHO BBICTPOEHHYIO CTPYKTYPY, KOTOpas B CUCTEMaTU3UPOBAHHOMN
¢dbopMe KOHLEHTPUPOBAHHO OTpa)XkaeT TEKCTYalIbHO W3JI0KEHHOE COJEep’KaHUuEe MPOBEIECHHOTO
UCCIIEI0OBaHMs, €0 PE3YIbTaThl U IPAKTUYECKNE PEKOMEHAINH.

TutyabHbli Juct paspabateiBactcs Komnemkem Antl'Y / dunmanoM caMOCTOSITEIIBHO U
oopmisiercs mo oOpasuy (mpuinoxenue 1).

Bo BBemeHuM oOmMCHIBAIOTCA LeJb, 3aJayd, OOBEKT M TpPeAMET HCCIeI0BaHuUsA,
aKTyaJbHOCTb, IPaKTH4ecKas 3HauuMocTh u T.11. Llens BKP npencrasnsier coboit popmMynupoBKy
pe3ynbTaTa HMCCIEOBATEIbCKON JAEATeIbHOCTH M TMYyTEH ero JOCTHKEHHS C TOMOUIBbIO
OTIpE/ICIIEHHBIX CPEJICTB.

3amauu HCCIENOBAaHUS — OTO TEOPETHUYECKHE U TPAKTUYECKUE PEe3yNbTaThl, KOTOPHIE
n0KHBI ObITh monydeHsl B BKP. Oto 00bryHO nemaetcs B opme mepeyuncineHus (U3yduTb...,
YCTaHOBUTb. .., BBIACHUTb. .., BBIBECTH (HOPMYITYy H T.II.).

IlocTtaHOBKY 3amauy ciemyeT JenaTh Kak MOXKHO OoJiee TIIATENbHO, T.K. UX pEIleHUe
COCTaBIsIeT cofiepkanue paszaenoB BKP.

OOBEKT Hccie10BaHus — MPOLIECC WIN SBJICHHUE, TOPOXKIAIOIINE MPOOIEMHYIO CUTYALIHIO U

u30paHHble JUid u3ydeHUs. B kadecTBe 0OBEKTa HCCIENOBAaHUS MOTYT BBICTYIATh
OpraHu3aium, 00opynoBaHue, (UHAHCOBBIC TIIOTOKH, JIIOJM W WX JCATEIbHOCTh, TO €CThb
BCE, UYTO HMEET MaTepHUaIbHOE U MPOIECCYATbHOE BBIPAKECHHUE.

[Ipenmer uccienoBaHust — BCE TO, UTO HAXOIUTCS B TpaHUIaX 00BEKTA UCCIIEIOBAHUS B

OTIpEICIIEHHOM acCIleKTe paccMOTpeHusi. IMEHHO MpeaMeT MCCIeIOBaHUs ONpPENeseT TeMy
BKP.

Mertoabl HcciaenoBaHUs, UCIOJNb3yeMble B paboTe, 3aBUCAT OT IOCTABICHHBIX LeEJled U
3a1a4, a TaKkKe OT creuupukd OO0BEKTa H3Y4YEHHsS. IDTO MOTYT ObITh METOJbl CUCTEMHOIO
aHaJM3a, MaTEeMaTHYECKHE " CTaTUCTUYECKUE  METOJBI, CpaBHEHMS, 000011eHus,
AKCIEPTHBIX OLIEHOK,

TEOPETUYECKOr0 aHAIN3a U T.A.

Conepxxanne BKP ompenmensiercss ee TemMoil ©  HampaBJICHHEM HCCICAOBAHHUS H
COOTBETCTBYET IIOCTaBIEHHBIM 3anauyaM. Conep:kaHHME BKIIIOYAET BBEJICHUE, HAMMEHOBAaHUE BCEX
riaB, mnaparpadoB, pa3lenaoB, MOJPa3leNoB, IYHKTOB U TMOAMYHKTOB (€CIM OHU HMMEIOT
HAaMMEHOBAHME), 3aKJIIOUYEHUE, CIIMCOK JINTEPATYPHI, IPUIIOKEHHS C YKa3aHUEM HOMEpPA CTpaHUIl Ha
KOTOPBIX pa3MelIaeTcsi Havajgo Marepuana riaBbl (maparpada w T1.m.). Ilpm aTom 3Hak § He
CTaBUTCS.

[TomuMo 3TOTO, BO BBEIEHUH JOKHA OBITH 00OCHOBaHA aKTYyaJIbHOCTh TEMBI UCCIIEI0BAHUS,
JlaHa OLICHKAa COCTOSIHUS pa3padOTaHHOCTH TEMBI HCCIEIOBaHUS B 3apyOEKHOH M OTEUECTBEHHOM
JuTepaType, OTpakeH BKJIAJA HaumOojee 3HAYMMBIX HCCIEJOBaTeNed, TeopeTuyeckas u
IIPAKTHYECKAasi 3HAUUMOCTb TEMBI.

OcHoBHasi yacTh BKiIrovaeT 2 riaBbl. Kakas riiaBa MokeT BKiIO4aTh 2-3 maparpada. Bee
riaBel BKP nmomkHBI OBITH CBsi3aHBI Mexay coOoil. Ocoboe BHUMaHHE CIeAyeT oOpamaTh Ha
JIOTUYECKHUE Mepexo bl OT OJIHOM IJ1aBbl K IpYroH, oT naparpada k naparpady, a BHyTpu naparpada

— OT BOmpoca K Bompocy. B Kaxmod riaBe A0KHA OBITH TOCTaBJIEHA COBEPIICHHO
KOHKpETHasl LeJdb W CHIeJaHbl BBIBOJABI, T.€. U3JIOKEHUE MaTepHajia JOJDKHO OBbITh JIOTMYECKH
3aBEpLICHHBIM. ABTOpY HYXXHO CIEOUTh 3a TEM, 4YTOObl M3JI0KEHME Marepuala TOYHO



COOTBETCTBOBAJIO LI€JIU U HA3BaHUIO IJIaBBI.

B mnepBoii rinaBe oTpaxkaroTcs, KaKk MpaBUIIO, TeopeTHudeckne Bompochl 1o Teme BKP,
U3JIO)KEHHBIE C MHCIIOJIb30BAHMEM HAy4HbIX MCTOYHHUKOB. B 3TOH TIJlaBe MOXHO paccMOTPETH
UCTOPHUIO BOINpOCA, MOKa3aTh CTENEHb €€ H3Yy4EeHHOCTH Ha OCHOBE 0030pa OTEYECTBEHHOW U
3apyOeKHOH JuTepaTypbl. B mepBoil riaBe AoKHa OBITH JJaHA METOJOJIOTHs BOIMPOCA, OMHCAHO
COJICpKAHUE TEOPETHUYECKUX M (MJIM) SKCIEPUMEHTAIbHBIX MCCIEOBAHUN, PACKPBITHI IOHATHS U
CYIIHOCTb U3y4aeMOro BOIIPOCa, OCHOBHBIE IPOOJIEMBI U BO3MOXKHBIE ITYTH UX PELICHHUS.

Bropas rmaBa BKP sBnsercss pacueTHO-aHAIMUTHUUECKOW M COAEPKHUT aHaW3 OOBEKTA.
ConeprxaHue BTOPOH TIJ1aBbl HEOOXOAMMO WIUTIOCTPUPOBATH TAOIHULIAMHU, PUCYHKAMHU U JAPYTHMHU
MaTepuallaMi, KOTOpPbIE Pa3MELatoT 110 TEKCTY paOOThl MM B BHJIE€ MIPUIOKEHHH, €CIIM OHU UMEIOT
3HAYUTENIbHBIN 00BEM.

Tpetbs rnaBa ABIAETCSA NPUKIAAHON, CONAEPKUT BBIBOABI U IPAKTUUECKHE PEKOMEHIALNN U
MEpOTPUATHI  (MPEUIOKEHH) 10 PEIHICHUI0 u3ydaeMol mpoOieMbl W OOOCHOBAaHHME WX
3¢ pexTUBHOCTH B JaHHOU cdepe.

3akiroyenue pabOThl JOHKHO OBITh JJAKOHUYHBIM M COZEpP’KaTh OCHOBHBIE PE3YJbTAaThl
BBINOJIHEHHOHN paboThl, KpaTKue BbIBOJBI U pekomeHaanuu no BKP B nenom.

Cnmcok MCHo/Ib30BAHHBIX HCTOYHUKOB U JIMTEPATYPbI SBISETCS OPraHUYECKON YacTbIO
10001 y4eOHOM MM Hay4HO-HCCIIe10BaTeNbCKOM paboThl M IOMEIIAETCs OCIe OCHOBHOT'O TEKCTa
paboThl; TO3BOJIAET AaBTOPY JOKYMEHTaJbHO THOATBEPAUTH JIOCTOBEPHOCTH W  TOYHOCTD,
IPUBOJIMMBIX B TEKCTE 3aMMCTBOBAHUH, TaOJIUL, WUTIOCTpALUi, GopMyi, nuTart, HakToB, TEKCTOB
NaMSATHUKOB U JIOKyMEHTOB; XapaKTE€pPHU3yeT CTENEHb HW3YYEHHOCTH KOHKPETHOW MPOOIeMBbI
aBTOPOM; MPEACTABIIAET CAMOCTOSITEIIBHYIO LIEHHOCTb, TaK KAaK MOJXKET CIIY’)KUTh CIPABOYHBIM
anmapaToM JUIs APYTUX UCCIEA0BATEIICH.

BebinosnHeHHbIe BBIMTYCKHbIE KBATU(HUKAIMOHHBIE pAaOOThl PELEH3UPYIOTCS CHEelHaTUCTaMU
U3 4yucia pabOTHUKOB OOpa30BAaTENIbHBIX OpraHU3alUi, MPEANPUSATHH, BIAJCIOIIUX BOIPOCAMHU,
CBSI3aHHBIMH C TEMAaTUKOM BBIMYCKHBIX KBAJU(UKALMOHHBIX pPadOT, HO HE SBISIOIUMUCS
PYKOBOAMTESIMU WM KOHCYJIBTAaHTAMH 10 OTAEJIHBIM BOIIPOCAM.

PenieH3ust noikHa BKIIOYATh:

— OLIEHKY KauyecTBa BBINOJIHEHUS Ka)XJOT0 pasjieia BBITYCKHONW KBaJIU(PHUKAIIMOHHOMN
paboTHI;

— OLIEHKY CTEleHU pa3pabOTKU HOBBIX BOINPOCOB, OPUTMHAIBHOCTH pPELIECHUI
(mpennoxeHuit), TCOPEeTUIECKON U MPAKTUIECKON 3HAUUMOCTH paboThI;

— OLICHKY BBIITYCKHOM KBaJIU(UKALMOHHON PaOOTHI.

ConeprkaHue peLieH3uu JOBOAMTCS 10 CBEACHUS 00Yy4Yarolerocst He Mo3aHee, YeM 3a 2 JHS
no 3aumtel BKP. BHeceHume u3MeHEHHI B BBIIYCKHYIO KBaJUM(UKAIMOHHYIO paboTy mocie
IIOJIyYEHUS PELIEH3UH HE JONyCKAEeTCsI.

dopmaT npesocTaBIeHUs] U XpaHeHus nakera JokyMeHToB mo 3amure BKP dopmupyercs
UCKJIIOUUTENIFHO B AJIGKTPOHHOM (opmate B crporom coorBerctBuu 1. 2.5 PETJIAMEHTA
MOJTOTOBKH K 3aIMTE BBIMTYCKHON KBAJIM(DPHUKAIIMOHHON paOOThl ¥ MPOBEAECHUS MPOLIETYPHI 3aIUTHI
BBIMTYCKHON KBaJU(PHUKAIIMOHHON paboTel B auctanuuoHHoMm ¢opmare (ITPUJIOXEHUE 2 k
Pacniopsixenuto nepBoro npopektopa mo YP Ne 184 ot 07.04.2022).

5.5. IloaroroBka A0KJaaaa

[Iporienypa 3ammThl TUIDIOMHON pa0OTHI / MpOEKTa BKIIOYAET JOKJIAJA CTYJACHTA IO TeMe
JUIJIOMHOW paboThI / MPOEKTa, Ha KOTOPbI oTBOAUTCSA 10 10 MUHYT.

[Ipu  paspaboTke  JOKIazga  IeJIecoOo0pa3HO  COONIOJCHHE  CTPYKTYPHOTO  H
METOO0JIOTMYECKOT0 eIMHCTBA MaTepHalioB JAOKJIaa M WLIIOCTPAlUi K AoKiIany. Te3ucsl gokiana
K 3alllUTe JOJDKHBI COJepXaTh 00s3arenbHOe oOpamienne k wieHaMm ['OK, mpencraBieHune TeMsbl
JIUIJIOMHOW paboThl / MpoekTa, 0OOCHOBAaHUE AKTYaJbHOCTH BBIOPAHHON TEMbI, OCHOBHYIO LIEJNb
UCCIICIOBaHUS M TepeuyeHb HEOOXOAMMBIX Ul €€ pelleHus 3ajad. B joxnmane MOIDKHBI HaWTH
00s13aTeNIbHOE OTPAKEHHE PE3YJIbTATHI IPOBEIEHHOTO aHAJIHN3a.



TekcT moknana IOMKEH ObITh MAaKCHMAaJbHO MPHOIMKEH K TEKCTy IUIUIOMHON pPaboThI,
MMOATOMY OCHOBY BBICTYIUICHUS COCTaBISAIOT BBenenue u 3akimtoueHue. B mokmane AOMKHBI OBITH
UCIOJIb30BAaHbI TOJNBKO T€ TpadUKH, AWArPAaMMBI M CXEMbI, KOTOpPbIC MPHUBEICHHI B JUILJIOMHOMN
pabore. Mcnonb3oBaHue MpHU BBICTYIUICHUU IaHHBIX, HE HMEIOIIMXCS B JMUIJIOMHOHN pabote /
npoekrte, HegomycTuMo. CTYIeHT JOJKEH M3JaraTh OCHOBHOE COJIEpKaHUE JUILIOMHOU paboThI /
MIPOEKTa CBOOOHO, OTPBIBASICH OT MMCbMEHHOT'O TEKCTA.

5.7. PexoMeHnaanuu no cocrapjeHu0 komnbloTepHoi npesenrtamun (KII) aumiomuoii

padoThbI

st mpe3enTanuu 10-MuHYTHOTO JOKIana paspabareiBaetrcst He Oonee 13-15 cmaiimos. B
9TO YHUCJIO BXOIAT TpI/I 06}I3aTeHBHBIX TCKCTOBBIX cnap”ma:

. TATYJIBHBIA CIIAlJI C Ha3BaHWEM TeMbl, (aMIIMe aBTOpa U PYKOBOJMTEIS
JTUTUIOMHON paboTHhI / IPOEKTa;

. CJali]l C yKa3aHHeM LIeJIH U 3a]1a4 UCCIeI0OBaHMs, 00bEKT U MPEeIMET HCCIIEA0OBAHNUS;

. CJIaii]T IO UTOTOBBIM BHIBOJIaM JHMILIOMHOMN pa0OOTHI / TPOEKTA.

OcTanpHbIC CIIAWIBI  JOJDKHBI CXEMAaTHYHO PpACKPhIBaTh COJEpXKAHWUE JTUIIOMHOU
pabOTHI/TIPOEKTA, BKIIIOYATh MUHUMAIIBHBI O00BEM IOSICHSIOMIETO TEKCTAa M B HATJBSIIHON (opme
MPEACTABIATH OCHOBHBIC TIOJIOKEHHUS PabOThI. B mpe3eHTanuu oM KHBI OBITH HE TOJIBKO TEKCTOBBIS
Cai/ibl, HO U CIANABI, COIEPKAIINE CXEMBbI, TAOIUIIBI U T.I1.

CoctaB ¥ cojaepaHWE CIAHOB TPE3CHTAUU JIOJDKHBI JEMOHCTPHPOBATH TIIyOHWHY
mpopabOTKM M TMOHUMAHWS BBHIOPAHHOW TEMBl JHUILUIOMHON paOOTHI/IPOCKTA, a TaKKe HABBIKU
BJIaJICHUS COBPEMEHHBIMU MH(OPMAITMOHHBIMHA TEXHOJIOTHSMHU.

OCHOBHBIMH TIPHHIIUNIAMHA TIPH  COCTaBJICHUHM TOJOOHOW TPE3CHTAIIMUA  SIBIISTFOTCS
JAKOHUYHOCTb, SICHOCTh, YMECTHOCTb, CACPKAHHOCTh, HATTISAHOCTH.

TpeboBaHus K 1eMOHCTPAIIMOHHOMY 3K3aMeHYy

JIeMOHCTpPAIIMOHHBIN 3K3aMEH MNPOBOIUTCS Ha Iwiomaake Antl'Y — meHTpe npoBeaeHHs
JEMOHCTPALIMOHHOTO 9K3aMEHa.

OneHKy BbIIOJHEHUS 3aJaHuil /1D oCyIecTBIAIOT 3KCIEPTHI.

B xome mposenenus /IO mnpencemarens m unensl ['OK mpucyrcrByror Ha
JIEMOHCTPAIIMOHHOMAK3aM€EHE B KaueCTBE HaOIroAaTesei.

Jlnis mpoBeleHUs] JEMOHCTPAlMOHHOTO 3K3aMeHa BBIOMpAETCs KOMIUIEKT OLCHOYHOU
nokymenrtanuu (KO/I) no cneunansuoctu 10.02.05. Obecnieuenue nHdopMaoHHONW 0€30MacHOCTH
aBTOMaTH3UPOBAHHBIX CHCTEM.

KoMmuiekT oneHouHOM JOKyMEHTaluu BKJIIOYaeT TpeOoBaHUS K OOOPYAOBAHHUIO U
OCHAILIEHUIO, 3aCTPOMKE IIJIOLIAJKK IPOBEAEHUS JEMOHCTPALIMOHHOIO »HK3aMEHa, K COCTaBy
AKCIEPTHBIX TPYII, YYAaCTBYIOLIMX B OICHKE 33/JaHUN JIEMOHCTPALIMOHHOIO 3K3aME€Ha, a TaKke
MHCTPYKIUIO IO TEXHUKE O€30MaCHOCTH.

OOyuaromyecs ¢ UHBAIUIHOCTBIO U OTPAaHMYEHHBIMU BO3MOKHOCTSMHU 370POBbs (Zajee —
muna ¢ OB3 v MHBaIUABI) CHAIOT AEMOHCTPALIMOHHBIM 3K3aMEH B COOTBETCTBUU C KOMIUIEKTAMHU
OLIEHOYHOM  JOKYMEHTalluM C  Y4EeTOM OCOOCHHOCTEH  ICUXO(PH3MYECKOro  pa3BUTHS,
MH/IMBUYaIbHBIX BO3MOKHOCTEH M COCTOSTHUS 3/10POBbs TAKMX 00YYaOLIHXCS.

5.8 Kpurepuu oneHuBaHMs BbINYCKHONH KBAJIN(UKAIMOHHOH PpadoThl

PesynpraTer  3amutel  BKP  ompenensitorcss Ha  OCHOBE  OICHOYHBIX — CY)KJICHUH,
MPEACTaBICHHBIX B OT3bIBe pykoBoauTesnss BKP, NUCEMEHHBIX pELEH3USAX W BBICTYIICHUSAX
PELEH3EHTOB, 3aMeYaHusax mnpeaceaarens W uwieHoB ['DK, NaHHBIX MO TOBOJY OCHOBHOTO
colepaHusi pabOThl, © OTBETOB CTYyJIEHTAa Ha BOIPOCHI, MOCTABJICHHBICE B xo0n€ 3ammuThl. ['OK
OlleHHBaeT Bce ATamnbl 3amuThl BKP — mpesenrtanuio pe3ynbratoB paboThl, MOHUMAaHKUE BOIPOCOB U
OTBEThl HAa HHUX, YMEHHE BECTH HAYYHYIO TUCKYCCHUIO (B TOM YHCIIE C PEIEH3EHTaMH), OOIIHil



YPOBEHB IIOJIOTOBJIEHHOCTH CTYJEHTA, IEMOHCTPUPYEMBIE B XOJI€ 3AILUTHI KOMIIETEHLIMU.
OcHoBHbIMU KpuTepusmu orieHkH BKP saBmisrores:
1. Crenenb COOTBETCTBHs PabOThI YPOBHIO KBaJTU(UKAITTOHHBIX
TpeOOBaHUM, MpPEIbABIAEMbIX K IOATOTOBKE CTYIEHTOB, a Takke TpeOOBaHMAM,
npeabsBiasieMbiM K BKP;

2. CootserctBue Tembl BKP  cnenmanuzanuun MPOrpaMMBbl, aKTYyaJIbHOCTb,
CTEeTIeHb Pa3pabOoTaHHOCTH TEMBI;
3. KauectBO # caMOCTOATEIBHOCTH MPOBEACHHOIO HCCIEI0BaHUS/BHIIIOHEHHOTO

MIPOEKTa, B TOM YHUCIIE:

— 000CHOBaHHUE COOCTBEHHOTO IMOX0/a K PEIICHUIO TUCKYCCUOHHBIX MPOOJIEM TEOPUHU
Y TIPAKTUKH, CAMOCTOSITENIbHBIN BEIOOP M 0OOCHOBAHUE METO/I0JIOTUU MCCIIEAOBAHUS, BaJIMIHOCTh U
pPENpe3eHTaTUBHOCTh, OPUTHMHAJIBHOCTh HCIHOJB30BAaHHBIX HMCTOYHHUKOB, METOJOB paboThI,
CaMOCTOSITENIFHOCTh aHAJIM3a MaTepuaja Wid paboThl ¢ MaTepHajaMH NpOeKTa, pa3padoTKH
MOJIENIM, BapUAHTOB pEUICHMs, TIOJHOTAa M CHUCTEMHOCTh BHOCHUMBIX MpPEAJIOKEHUN 10
paccMaTpuBaeMoil mpoliieMe, camMoCTOsTeNbHass U 00OCHOBaHHAs (OPMYJIHMPOBKA BBIBOJIOB IIO
pe3yabTaTaM HCCleJOBaHMs, TOJIHOTA PELICHUsS TOCTABICHHBIX B paboTe 3aay;

— si36IK U cTUIb BKP;

— cobmonienne TpedoBaHuii kK opopmiennro BKP.

OuennBaHue BBITYCKHON KBATH(UKALIMOHHON padoThI

4-0ansibHAsS IIKAJIa Kpurtepun
e CozepxaHue Kak IIeJI0ON pabOThI, TaK M €€ YacTel CBSA3aHO C TeMOU
pabotel.  Tema chopmynupoBaHa KOHKPETHO, OTpakaet

HaNPaBIEHHOCTH Pa0OTHI.
e Jloknag Ha TeMmy npenactaBieHHod K 3amure BKP, BeimosnineH
CTYJICHTOM T'PaMOTHO, YE€TKO U apTyMEHTHUPOBAHO.

OTnn4HO e Bo Bpems 3amMThl CTYAEHT IEMOHCTPUPYET 3HAHHE HpPOOIEeMBI,
(TTOBBIILIEHHBIN IIOHMMAaHHE MaTepHalla, JAeT TOYHBIC OIPEIEICHMsS U IPABUIBHBIC
YPOBEHB) ¢dopmynupoBku B mpencrasneHHoii BKP. IIpu 3Tom peus cTyaeHra

OTJIMYAETCS  JIOTUYECKOM  IOCJIENOBATEeIbHOCTBIO,  YETKOCTHIO,
MPOCIIC)KUBACTCS YMEHHE JelaTh BBIBOABI, 0000MATh 3HAHUSA U
MPAKTHYECKUA OTIBIT.

e CoOimro1eHbI BCe mpaBmiia opopMIIeHUs PaOOTHI.

e Ha nononuurenbHbie Bonpockl WieHOB ['OK cTyneHT naet nojaHeie u
MCYEPIBIBAIOIINE OTBETHI.

e CopepxaHue Kak 1IeTIoi paboThl, TaK M €€ YacTeil CBSI3aHO C TeMOM
pabOTHI, UMEIOTCSI HEOOIBIITNE OTKIIOHEHHS.

e Jlokman Ha TeMmy npencraBieHHoW K 3ammure BKP BblnonaHeH
CTYJICHTOM T'PaMOTHO, YE€TKO U apTyMEHTHUPOBAHO.

e Bo Bpems 3amuThI CTYACHT HE BCerJa OOOCHOBAaHHO M KOHKPETHO

Xopo1o BBIP2)KAET CBOE MHEHHE I10 TIOBOY OCHOBHBIX aCIIEKTOB COJACPKAHUS
(6a30BbIil ypOBEHD) paboTHI.
e EcTh HEKOTOpbIE HETOUYETH B OGOPMIICHUH pabOThl, B 0OPMIICHUH
CCBUIOK.

e ABTOp JIOCTaTOYHO YBEPEHHO BJAJEEeT COJCpKaHUEeM paldOoThl, B
OCHOBHOM, OTBCYACT Ha IIOCTABJICHHBLIC BOIIPOCHI, HO OOIIYCKACT
HE3HAYUTEIIbHBIC HETOYHOCTH IPH OTBETAX.




e HekoTopsie yacTu pabOThI HE CBS3aHBI C LENBIO U 33JjauaMi paboThI.

e Jloknag Ha Temy mnpencrtaBieHHod k 3amure BKP, coxepxur
HETOYHOCTU B (OPMYJIMPOBKE MOHATUH, TepMHUHOB. W3noxeHue
MaTrepuaia HeIOCTaTOYHO CBA3aHO M I1OCJIEI0BATEIIBHO.

e Bo BpeMs 3aliMThl CTYIEHT IIOKAa3blBACT 3HAHME W IIOHHMaHUE
OCHOBHBIX BOIIPOCOB IpeacTaBieHHoil BKP.

e Ha nocraBnennsle 1o tematuke pnaHHoi BKP Bompocel naHbI
HENOJHbIE, C1a00 apryMEHTHPOBAaHHBIE OTBETHI.

e Odopmienre paboOTbl HE BO BCEM COOTBETCTBYET IMPEAbABISAEMbIM
TpeOOBaHUSM.

e lIMeeT yIOBIETBOPUTENIBHBIN OT3bIB pelieH3eHTa U pykoBoauTesst BKP.

Y 10BNETBOPUTEITHHO
(TIOpoTOBEIil YPOBEHB)

e ConeprkaHue ¥ TeMa pabOThI IIOXO COTJIACYIOTCSI MEXKTy COOOH.

e Jloxian Ha Temy npenactaBieHHOW Kk 3ammre BKP conepxur
OImMOKH BGOPMYITHPOBKE TIOHITHI, TEPMUHOB.

e MHOro HapymeHui mpaBu 0hOPMIICHHUS U HU3Kast KyJIbTypa CChUIOK.

HeynosneTBopurensHO A
[ ]
(ypoBeHb He BTOpP COBCEM HE OPUEHTUPYETCS B TEMAaTUKE, HE MOXKET Ha3BaTh U
copmuposar) KPaTKOMU3JIOKUTh COAEP/KAHUE UCIIONIb3YyEMbIX KHHT.

L4 CTy,I[eHT HCYBCPCHHO M3JIaracT MaTcpuajl IIPpU 3alUTC, AOITYCKAcT
OIIOKU npu OTBCTC WKW HE OTBCHACT HaA OOJIBIIIMHCTBO
JOITOJHHUTCIIBHBIXBOIIPOCOB, 3aIdHHbIX YJICHAMHU I'SK IIpH 3alIAUTEC.

Metoanka nepesoja pe3yJbTaTOB JeMOHCTPALHOHHOI0 IK3aMEHA B OLEHKY
Bbannel 3a BEIMOTHEHME SaI[aHI/Iﬁ ACMOHCTPAIMOHHOT'O 3K3aMCHA BBICTABJIIAIOTCA
B COOTBETCTBUM CO CXEMOH HauucieHus OajuloB, IPHUBEJCHHONH B KOMIUIEKTE
OLICHOYHOM JTOKYMEHTAIIUH.
Ilocne mposegenus  JID  OGamibl  mepeBOAATCs B OLICHKH «OTIIMYHOY,
«XOpOILOY,
«yJIOBJIETBOPHUTEIIBHOY, «HEYAOBIETBOPUTEIBLHO» B COOTBETCTBHHU C LIKAJION IIEepeBoa.

5.9. Onpenesienne pe3yabTaToB 3amuThl BKP

Pesynbratel BKP onpenensitorcst olieHKaMu «OTJIIMYHO», «XOPOILIO», «yI0BIECTBOPUTEIHHOY,

«HEYIOBJICTBOPUTEIHLHO» W OOBABIAIOTCA B JEHb 3alUTHl TOcie OQopMICHUS B
YCTaHOBJICHHOM MOPsIAKE MPOTOKOJI0B 3acenanus ['OK.

Hrorosast oneHka, BbICTaBisieMas B XoAe mpoBeneHus npouenypbl ['MA, onpenensercs
pe3yabTaTaMHu JIEMOHCTPAIIMOHHOTO 3K3aMEHa W 3alllUThl TUIUIOMHOW paboThl. MToroBas oreHka
ompenenseTcs Kak cpefHss apudmMernueckas u3 IByX oneHok. [Ipu stom I'OK nipu BeICTaBICHUHN
UTOTOBOM OLICHKHA MOXET OTAATh IPUOPUTET PE3yJabTaTy JEMOHCTPALIMOHHOTO HK3aMEHa.

Pemennss 'OK mpuHUMAalOTCsT Ha 3aKPBITHIX 3aCEJaHUAX OOJBITMHCTBOM TOJOCOB YICHOB
KOMHUCCHUH, YYaCTBYIOIIUX B 3aceJaHUM, pU 0053aTeIbHOM MPUCYTCTBHH TpeceaaTels] KOMUCCUU
wiu ero 3amecturesns. [Ipu paBHOM yucIie roj0coB MpeceaaTenb KOMUCCHH (1M 3aMEHSIOIIUN ero
3aMeCTUTENb MpeIceaaTelis KOMUCCUH) 00J1a/1aeT MPaBOM PEIIAIONIero rojioca.

[lo TONOXKUTENBHBIM pe3ylbTaTaM TOCYJApCTBEHHOM uTOroBo arrectauuu [OK
MPUHUMAET PEIICHUE O MPUCBOCHHUH BHIMYCKHUKY KBaTU(UKAIUK 1O HATIPABICHUIO MOJTOTOBKU U
BBIJIa4€ JIUTIJIOMA O CpeaHEeM MpodecCHOHATFHOM 00pa30BaHUU FOCYIapCTBEHHOTO 00pasiia.

6. METOAUYECKHME PEKOMEHJALIMU I BBIIIYCKHUKOB JJA
INOAI'OTOBKHA K I'HA

MeTonudyeckue pPEeKOMEHIAIMH IO HANMUCAHWI0 W O(GOPMIICHUIO IUIUIOMHOW paboThl /



npoekra pazmenienbl B ObC Antl'Y, pexxum nocryna: http://eliS7brary.asu.ru/xmlui/handle/asu/69.

Metoauyeckue peKOMEHAAMHU JJi TOJArOTOBKM M IPOBEJIEHHUS JIEMOHCTPAIMOHHOTO
sk3ameHa cootBeTcTBYlOT KOJl mo cnemmansaoctu 10.02.05. OGecneuenne WHPOPMALMOHHOM
0€30MacHOCTH aBTOMATH3WPOBAHHBIX CHUCTEM, pa3MelleHHON Ha odunmanbHoM caiite Omneparopa
JE€MOHCTPALIMOHHOTO dK3aMEHa.



http://elibrary.asu.ru/xmlui/handle/asu/6579
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Busupoanue ®OC aj151 MCTIOJIHEHNSI B 0Y€PeTHOM Y4eOHOM roay

@DOoH/T OIEHOYHBIX CPEJACTB TMEPECMOTPEH, OOCYXJAeH U OJOOpeH JUIsi  UCIIOJTHEHUS
B - yueOHOM TOJly Ha 3aCeJaHUM OTACICHUS

BHCCGHLI cne;[yloume N3MCHCHUSA U JOIIOJIHCHUS . HpOTOKOJI oT NQ
3aB. oTAeIeHUEM

1. TlepepaGoransl 3a1aHus (OLICHOYHBIE
Cpe/CTBa) MO y4eOHOU U (hamunus, unuyuanot)
IIPOU3BOJCTBEHHOM IIPAKTUKAM

2. OOHOBJICH CIHCOK MCTIOJb3yEeMbIX
HUCTOYHUKOB JIMTEPATYPhI (noonucv)

Busupoanue ®OC aj1s1 HCNIOTHEHHS B OUePeTHOM YUeOHOM roay

®DOH/T  OICHOYHBIX CPEACTB TMEPECMOTPEH, OOCYXJAeH U OJOOpPeH JUIsi  UCIIOJTHEHUS
B - yueOHOM T'Oly Ha 3aCeJaHUH OTACTICHUS

BHecensbl cneaytoniyie u3sMeHeHus U JononHenus:  [IpoTokon ot Ne
3aB. OTIEJIEeHUEM

(hamunus, unuyuanwt)

(noonucwv)

Busuposanue ®OC 17151 HCIOJHEHHS B 04ePeTHOM Y4eOHOM Iroxy

@OHJ OICHOYHBIX CPEICTB MEPECMOTPEH, OOCYXJeH H OI00peH Uil HCIOJIHCHHS
B - y4eOHOM TOJly Ha 3aCeJaHUU OT/ACIICHUS

BneceHnbl cnenyrone U3MEHEHU U IOTIOTHEHHUS: [IpoTokomn ot No
3aB. OTIEICHUEM

(pamunus, unuyuaot)

(noonucw)




IlepeyeHb KOMIEeTEHUMI, KOTOPHIMH J0JI’KHBI OBJIA/IeTh 00y4Yalouuecs B pe3yJjabTaTe
OCBOEHUSI 00pPa30BaTeJbLHOI MPOrpaMMbl

Pe3ynpTathl ocBOeHHMs 00pa30BaTeNbHOM MPOTrpamMMbl

cormacso PIoC CIIO no

CIIEIINATILHOCTHU 10.02.05. O0ecneuenne HHGOPMALMOHHOM 0e30MacHOCTH

ABTOMATU3NPOBAHHLIX CUCTEM.

Komnerenuun

dopma MPOBEPKU OCBOEHUS

KOMIIETEHIIUN

OK 01. Bribupats criocoOsl penieHus 3ajad npodeccruoHanbHON
NESTENBHOCTH,

MPUMEHUTEIBHO K Pa3IMUHbIM KOHTEKCTaM.

OK 02. OcymecTBiasiTh NOUCK, AHAIW3 W HWHTEPIPETALHIO
nHpopmanuu, He0OX0TUMOI

IUIs1 BBITTOJTHEHHS 3324 PO ECCUOHATILHOM NesSTeNbHOCTH.

OK 03. [IlmanmpoBaThb ¥ peaJu30BbIBATH COOCTBEHHOE
npodeccuoHAIBHOE U

JMYHOCTHOE Pa3BUTHE

OK 04. PaGoratb B KOJJIEKTHBE M KoMmaHze, 3(deKkTuBHO
B3aUMO/IEHCTBOBATh C KOJIJIEraMH, PYKOBOJICTBOM, KIIMEHTAMHU.
OK 05. OcymecTBiaTh yCTHYIO U MUCbMEHHYI0 KOMMYHHUKALIHMIO
Ha TOCYJapCTBEHHOM f3bIKE C Y4YeTOM OCOOEHHOCTEH
COLIMAJILHOTO U KYJIbTYPHOI'O KOHTEKCTA.

OK 06. IIposiBasiTh TrpaxAaaHCKO-MATPUOTHYECKYIO TO3UIIHUIO,
JEMOHCTPUPOBaTh  OCO3HAHHOE  IOBEJACHHE HAa  OCHOBE
TPaJULMOHHBIX O0IIEUEIOBEUECKUX LIEHHOCTEH.

OK 07. CopeiicTBOBaTh COXPAHEHUIO OKpYXaloIlel cpenbl,
pecypcocOepekeHHIO, 3¢ dexTuBHO NEeHCTBOBATH B
Ype3BbIYAIHBIX CUTYALMSIX.

OK 08. Hcnonb3oBaTh cpefcTBa (DU3NIECKON KYAbTYpPHI IS
COXpPaHEHHs M  YKpEIUIEHUs  3J0pOBbd B  IIpoLEecce
npodeccuoHaIbHON JesTeIbHOCTH u o Aep KaHUSA
HEO0OXO0UMOTO YPOBHS (PU3NIECKON TTOATOTOBIICHHOCTH.

OK 09. MHcnonw3oBath HMH(OPMAIMOHHBIE TEXHOJIOTUU B
poQeCCHOHANTBHON AEATETLHOCTH.

OK 10. Ionp3oBatbess mpodecCHOHATBHON TOKyMEHTaluel Ha
rocyJlapCTBEHHOM U MHOCTPAHHOM SI3bIKE

JIUTIIIOMHAast paboTa u
JIEMOHCTPAIIMOHHBIN SK3aMeH

ITM.01 JxkcnuryaTanusi aBTOMATH3UPOBAHHBIX (MH(pOPManMOHHBIX)
CHCTEM B 3aLUIIIEHHOM MCIIOJTHEHUH

IIK 1.1. ITpou3BOAUTh YCTAaHOBKY M HACTPOHKY KOMIIOHEHTOB
aBTOMATU3UPOBAHHBIX (nH(OPMAITMOHHBIX) CUCTEM B
3alMIICHHOM HCIIOJHEHUH B COOTBETCTBUM C TPEOOBaHUSMU
JKCIUTYaTallUOHHOW JTOKYMEHTAIUU.

TUTUIOMHAs padoTa u
JIEMOHCTPAIHOHHEIHN DK3aMeH

IIK 1.2. AagMuHuCTpUpOBaTh NpPOTPaMMHBIE M HPOTPaMMHO-
anmaparHble KOMITOHEHTBI aBTOMAaTH3UPOBAHHOM
(nH(OPMAITMOHHON) CHCTEMBI B 3aIIIUIIICHHOM HCIIOJTHECHHH.

IUATIOMHAs paboTa u
JIEMOHCTPAIMOHHBIH YK3aMEH

IK 1.3. ObecneunBaTh 6ecniepeboriHyI0 paboty
aBTOMATHU3UPOBAHHBIX (uH(OPMAITOHHBIX) CUCTEM B
3allIUIICHHOM HCIIOJJHECHUU B COOTBETCTBHUU C Tpe6OBaHI/I$[MI/I

TUTUTOMHAs paboTa u
JIEMOHCTPALIMOHHBIN PK3aMEH




AKCIUTYaTaIllMOHHON TOKYMEHTAIUH.

I[IK 1.4. OcymecTBisiTh MPOBEPKY TEXHUYECKOIO COCTOSIHUSA,
TEXHUYECKOE OOCIy)KMBaHHUE W TEKYIIMM PEMOHT, YCTPaHATH
OTKa3bl u BOCCTaHABIIUBATh paboTococOOHOCTD
aBTOMATU3UPOBAHHBIX (uH(DOPMAITMOHHBIX) CUCTEM B
3aIMIICHHOM HCTIOJHEHHH.

TUIUIOMHAs paboTa u
JIEMOHCTPAIHOHHEIHN DK3aMeH

IIM.02 3amuTa uHGOpMaIK B aBTOMAaTH3UPOBAHHBIX CUCTEMAaX MPOrpaMMHBIMU U IPOTPaMMHO-
arrapaTHbIMU CPEJICTBAMU

IIK 2.1 OcyuecTBisTh YCTaHOBKY M HACTPONKY OTAEIbHBIX
IIPOrPaMMHBIX, I[POrPAMMHO-AINIAPATHBIX CPEICTB  3alUTHI
nH(pOpMalINH.

JUTUTOMHAs paboTa u
JIEMOHCTPALIMOHHBIN PK3aMEH

I[IK  2.2. OGecneuuBarh  3amuTy  UHQOpManmuu B
aBTOMATHU3MPOBAHHBIX CHCTEMAax OTAEJIBHBIMHU NPOTPAMMHBIMH,
IIPOrpaMMHO-aINMapPaTHBIMU CPEJCTBAMU

UTUTIOMHAs paboTa u
JIEMOHCTPALIMOHHBIN PK3aMEH

[1K 2.3. OcyuiecTBiaTh TECTUPOBAHUE PYHKIIMHA OTIETBHBIX
JUITITIOMHAas1 pa60Ta u

IpOorpaMMHBIX U IIPOrpaMMHO-aIIIapaTHbiX CPpEACTB 3all1UThI o
porp porp p pea mn JAEMOHCTPAIIMOHHBIU DK3aMCH

uHpOpMaLIUH.

[IK 2.4. OcymecTBisaTh 00pabOTKy, XpaHEHUE U TIEpeIady
JUITTIOMHAas pa60Ta n

HH Mallu OI'paHUYCHHOI" TyI11a. <
q)op an orpa CHHOT'O Z0CTyTid JACMOHCTPAIIMOHHBIU 5K3aMCH

[1K 2.5. YanuTOX)ath MHOOPMAIMIO U HOCUTEIH HH(OPMAITUH C
UCTIOJIB30BAaHUEM TPOTPAMMHBIX M IIPOTPaMMHO-ANIapaTHBIX
CPEACTB.

TIATIIOMHAs padoTa u
JIEMOHCTPAIMOHHBIN YK3aMEH

IIK 2.6. OcymmecTBisATh PErUCTPALIMI0 OCHOBHBIX COOBITHH B
aBTOMATH3MPOBAaHHBIX (MH()OPMAIMOHHBIX) CHUCTEMaX, B TOM
YHUCI€ C UCIOJBb30BAaHUEM IPOTPAMMHBIX M TMPOrPaMMHO-
amnmapaTHbIX CPEACTB OOHAPYKEHMS, TNPEIyNpekICHUS MU
JIMKBUIALIUY TTOCIIEACTBUN KOMITBIOTEPHBIX aTaK.

IATUIOMHAs paboTa u
JIEMOHCTPALIMOHHBIN DK3aMEH

IIM. 03 3amuTa uHbGOpPMAIIUU TEXHUUYECKUMHU CPEACTBAMU

IIK 3.1 OcymecTBiaTh YCTaHOBKY, MOHTaX, HAacTpONKy u
TEXHUUYECKOe OOCITyXMBAaHUE TEXHUYECKUX CPEJCTB 3alUThI
uHpOpMaIUn B COOTBETCTBUH c TpeOOBaHUAMU
HKCIUTYaTallMOHHON TOKYMEHTALHU.

IATIOMHAS paboTa u
JIEMOHCTPAIMOHHBIN YK3aMEH

[IK 3.2 OcyuiecTBiasiTh AKCIUTyaTallMi0 TEXHUYECKUX CPEICTB
3amuTel  UHQOpPMAIMM B COOTBETCTBHM C TpPeOOBaHUSIMU
AKCIUTYaTaIlMOHHON JJOKYMEHTAITUH.

TUTUTIOMHAs paboTa u
JIEMOHCTPALIMOHHBIN PK3aMEH

I[IK 3.3 OcymecTBisTh H3MEPEHHE NapaMeTpPOB MOOOUYHBIX

JNEKTPOMATHUTHBIX ~ M3MydeHuii u  Hasogok (IIDMUH), | AMIVIOMHas pabota u
JAEMOHCTPAIIMOHHBIU 3K3aMC€H

CO3/1aBa€MbIX  TEXHUYECKHUMHU CpeacTBaMu o0paboTku

nH(pOpMallK OTPAaHUYEHHOTO JIOCTYyTA.

I[IK 3.4 OcymecTBiasTh H3MEpEHUE MapaMeTpoB (POHOBBIX
IIyMOB, a Takxke (HU3MUECKUX ToJeH, co3aaBaeMbIX
TEXHUYECKHMH CPEACTBAMU 3aIIUTHl HH()OPMAITUH.

TUTUTOMHAS paboTa u
JIEMOHCTPALMOHHBIN DK3aMEH

I1IK 3.5 Opranu3oBbIBaTh OTIENbHBIE PabOTHI MO (PU3UUECKOM

3anmTe 00beKTOB HHPOPMATU3ALHH. ZUIUIOMHas pabota 1

JIEMOHCTPALMOHHBIN DK3aMEH

3aKIrouYMTEIbHBIA dTan (popMHpOBaHUS KOMIETEHIIMM, HANpaBieH Ha 3aKperuieHHe psijaa
MOJIYYEHHBIX B Mpolecce 00yueHus 3HaHU, YMEHUN, HaBBIKOB U (MJIM) ombITa AesreabHocT. [ A
MPOBOAMTCS B LEJISAX OIpeNeseHUs] COOTBETCTBHSI PE3yJIbTaTOB OCBOCHHS 00Yy4arOIIUMUCS
OCHOBHBIX 00Pa30BaTENIbHBIX MIPOrpaMM cOOTBETCTBYIOIMM TpeboBanusim GI'OC CIIO.




KoMmnerenunn

IToka3zarenu

IIM.01 DxecnuryaTanus

ABTOMATH3HPOBAHHBIX (MH(OPMAIHOHHBIX)

CHUCTEM B 3aINMINCHHOM UCIIOJTHCHUH

I1K 1.1 ITpou3BoAUTH YCTAaHOBKY U
HaCTPOUKY KOMIIOHEHTOB
aBTOMATHU3UPOBAaHHBIX
(MH(GOPMAITMOHHBIX ) CUCTEM B
3aIIMIIEHHOM UCITOJIHEHUH B
COOTBETCTBHUHU C TPEOOBAaHUSAMU
IKCILTyaTallMOHHON
JOKYMEHTALUH.

3HaTh: COCTaB u MPUHLIUIIBI paboThI
ABTOMATU3UPOBAHHBIX CUCTEM, ONEPALMOHHBIX CUCTEM U
Cpell; MNPUHIUIBI pa3padOTKH aJIrOPUTMOB MPOTrpamM,
OCHOBHBIX TPHEMOB IPOrpaMMHPOBAHUS; Mojenu 0a3
JAHHBIX; MPHUHLHUIBI TOCTPOEHUs, (U3NUYECKHE OCHOBBI
paboThI nepudepuitHbIX YCTPOICTB;

Ymern: OCYILIECTBIISATh KOMIUIEKTOBaHHUE,
KOH(QHUTypHpOBaHUE, HACTPOMKY aBTOMAaTHU3MPOBAHHBIX
CHUCTEM B 3alllMIICHHOM HCIOJHEHUM M KOMIIOHEHT
CHUCTEM 3alMThl HH(GOpPMAIMM ABTOMATHU3UPOBAHHBIX
CHUCTEM,

HNMetrh mpakTHyeckuii ONBIT: YCTAaHOBKAa M HAacTpOWKa
KOMIIOHEHTOB CUCTEM 3aIIUTHI uH(popManun
ABTOMATH3UPOBAHHBIX (MH()OPMAIIMOHHBIX) CHCTEM

IIK 1.2 AnMUHHCTPUPOBATh
IIPOrpaMMHBIE U TPOrPaMMHO-
anmnapaTHble KOMIIOHEHTHI
aBTOMAaTU3UPOBAHHOMN
(nH(DOPMAIIIOHHON) CUCTEMEI B
3aIUIIIEHHOM UCIIOJIHEHUH

3HaTB. TEOPETUUECKHE OCHOBBI KOMIIBIOTEPHBIX CETEH U
UX anmnapaTHbIX KOMIIOHEHT, CETEBBIX MOJETEH,
IIPOTOKOJIOB U NMPUHIIUIIOB aJpecalun

YMeTb: OpraHu3oBbIBaTh, KOHPUTYPHUPOBATb,
MIPOU3BOJUTH MOHTAX, OCYIIECTBIIATh AUATHOCTUKY U
YCTPaHATh HEUCIIPABHOCTH KOMITBIOTEPHBIX CETEH,
paboTaTh C ceTeBBIMHU MPOTOKOJIAMHU PA3HBIX YPOBHEH;
OCYILECTBIISATh KOH(UTYPUPOBAaHUE, HACTPOUKY
KOMITOHEHT CHCTEM 3aIIUTHl HHPOPMALIUU
ABTOMATH3UPOBAHHBIX CUCTEM; IPOU3BOAUTH YCTAHOBKY,
aJlanTaluio U CONPOBOKIECHUE TUIIOBOIO TPOrPAMMHOI0
o0ecrnieueH s, BXOASILETO B COCTaB CUCTEM 3allUThI
nH(bOpMaly aBTOMAaTU3UPOBAHHON CUCTEMBbI

HNMeTh npakTHYeCKHI ONBIT: aIMUHUCTPUPOBAHUE
ABTOMATU3UPOBAHHBIX CUCTEM B 3aILIUIIICHHOM
VCIIOJIHEHUU

I1K 1.3 ObecneunBath
Oecniepeboiinyro paboTy
ABTOMATH3UPOBAHHBIX
(nH(OPMAIIMOHHBIX) CHCTEM B
3aIUIIICHHOM HCIIOJTHCHUU B
COOTBETCTBHUH C TPEOOBAaHUSIMU
AKCILTYaTaI[MOHHOM TOKyMEHTAIluU

3HaTh: NOPSAJOK YCTAHOBKHU M BBOJA B KCILTyaTalUIO
CPEJIICTB 3alUThl HHPOPMAIIUU B KOMITBIOTEPHBIX CETSIX
YMeThb: HaCTpauBaTh U YCTPAHATh HEUCIIPABHOCTH
IIPOrpaMMHO-aINAPATHBIX CPEICTB 3aLUTHI UHPOPMAILIUU
B KOMITBIOTEPHBIX CETAX MO 3aJaHHBIM MpaBUIaM

NMeTh NpakTUHYECKHUI ONBIT: SKCIUTyaTaIus
KOMITOHEHTOB CHCTEM 3aIUThI HH()OpMALIUN
ABTOMATU3MPOBAHHBIX CHCTEM

I1K 1.4 OcyiecTBiaTh IPOBEPKY
TEXHUYECKOI'0 COCTOSIHUS,
TEXHUYECKOoe 00CIyKUBaHUE U
TEKYIUH PEMOHT, YCTPAHATh
OTKa3bl U BOCCTAHABIIMBATh
paboToCTIOCOOHOCTD
aBTOMaTU3HPOBAHHBIX
(MHQOPMAIIMOHHBIX) CUCTEM B

3HaTh: NPUHILIUIIBI OCHOBHBIX METOJIOB OpTaHU3AIlUU U
MIPOBEICHUS TEXHUYECKOTO OOCTYKUBAHUS
BBIYHCIIUTENLHON TEXHUKHU U IPYTUX TEXHUYECKUX
cpeacTB HHGOpMATH3AITUN

YmeTh: o0ecrieunBaTh paboOTOCIIOCOOHOCTS,
00HapyXH1BaTh U YCTPAHATh HEHUCTIPABHOCTH

HNmMeTh NpakTHYECKUI ONBIT: JUArHOCTUKA
KOMITOHEHTOB CHUCTEM 3allIUThl HHPOPMAITUH

ABTOMATHU3UPOBAHHBIX CUCTEM, YCTPAHCHUC OTKA30B U




3allMIIICHHOM HCIIOJTHCHHUH

BOCCTaHOBJICHUE PAOOTOCTIOCOOHOCTH
ABTOMATH3UPOBAHHBIX (MH(POPMAIIMOHHBIX) CUCTEM B
3aIUIIICHHOM HCIIOJTHCHUN

IIM.02 3amura nH)OpMaIiy B aBBTOMAaTU3UPOBAHHBIX CUCTEMaX MPOTPaMMHBIMHU 1
MIPOrpaMMHO-aNMNapaTHBIMU CPEACTBAMU

I1K 2.1 OcyiiecTBisTh YCTAaHOBKY
U HACTPOMKY OTIEIBHBIX
IPOrPaMMHBIX, IPOrPAMMHO-
annapaTHbIX CPE/ICTB 3aIIUThI
uHpOpMaLIUH.

3HaTh:  OCOOEHHOCTM M CIOCOOBI  IPHUMEHEHUs
OPOrpaMMHBIX U MPOrpaMMHO-AINIAapaTHBIX CPEACTB
3amMThl MHPOPMALMU, B TOM YHCIE, B OIEPAIIMOHHBIX
CUCTEeMax, KOMITbIOTEPHBIX CEeTAX, 0a3ax JaHHBIX

YMeTb:  ycTaHaBIWBaTh, HACTpaWBaTh, IMPUMEHSTH
OporpaMMHBIE M IPOrpaMMHO-ANIapaTHbIe CPEICTBa
3a1uThl UHPOpMALUY;

ViMeTh mNpakTHUECKUH OMBIT: YCTAaHOBKA, HACTpOMKa
NPOTPAMMHBIX ~ CPEACTB  3allUThl  WH(pOpMAIMH B
ABTOMATH3UPOBAHHOM cUCTEME

[1K 2.2. ObecnieunBaTh 3aIUTY
nH(popmaiuu B
ABTOMATHU3MPOBAHHBIX CHUCTEMAX
OTJICTIBHBIMU TIPOTPAMMHBIMH,
MPOrPaMMHO-AIIAPaATHBIMU
CpelICTBaMHU

3HaTh: OCOOCHHOCTM W CIOCOOBI  IPUMEHEHHUs
NPOTPaMMHBIX ¥ NPOTPaMMHO-ANIMApaTHBIX CPEACTB
3all1UThI I/IH(I)OpMaL[I/II/I, B TOM YHUCJIC, B OHNCPALMOHHBIX
CHCTEMax, KOMITBIOTEPHBIX CETAX, 0a3ax JaHHBIX

YMeTn: YCTaHaBJIMBATb u HaCcTpanBaTb CpeacTBa
aHTI/IBI/Ip}ICHOﬁ 3alllUThI B COOTBETCTBHUH C
MMPCABABIACMbIMU TpC6OBaHI/I$IMI/I; YCTaHaBJIMBATD,

HacTpauBaTh, IPUMEHATH NIPOTPAMMHBIC M ITPOTPAMMHO-
anmapaTHbIE CPEJCTBA 3aLIUThI HH(POPMAIINH;

MMeTh MpaKTUYeCKU OIBIT: 00eCIICUeHHE 3aIUThI
ABTOHOMHBIX aBTOMAaTU3UPOBAHHBIX CUCTEM
POTrPaMMHBIMU M IPOTPAaMMHO-ANIIaPATHBIMH
CPEICTBaMU; UCTIOIb30BaHUE MTPOTPAMMHBIX U
POrPaMMHO-ANIAPATHBIX CPEACTB JUIS 3aIIUTHI
UH(POPMALIUHU B CETH

[IK 2.3. OcyuiecTBasiTh
TECTUpPOBaHUE PYHKIIHUIT
OT/ICTBHBIX MTPOTPAMMHBIX
POTrpaMMHO-aNIapaTHBIX CPEACTB
3alUThl HHPOPMAIIHH.

3HaHUS: METOJBl TECTHPOBAHUS (QYHKIHMH OTIEIBHBIX

OPOTPaMMHBIX W [POrpaMMHO-AINIAPaTHBIX CPEACTB
3a1uThl HHGOPMaLUU

YMeHus:  AMAarHOCTUPOBAaTh,  YCTPAHATh  OTKAa3bl,
oOecrieunBaTh  pabOTOCIOCOOHOCTH U TECTHPOBATh

(GYHKIMU TOpPOrpaMMHO-aNNAapaTHBIX CPEJICTB 3aIIUTHI
uHbopMaluy;

IIpakTU4YeCcKuil  OIIBIT: TECTUPOBAHUE (GyHKUIMH,
JIMarHOCTUKA, YCTPAHEHUE OTKa30B M BOCCTAHOBIICHHE
paboTOCIIOCOOHOCTH MPOTPaMMHBIX M IPOTPaMMHO-
anmnapaTHBIX CPEACTB 3alUThl HHPOpMALUU

[1K 2.4. OcymiecTBasiTe 00paboTKYy,
XpaHEHHUE U Iepenavy
UHPOPMALUU OTPaHUYEHHOTO
JOCTyTA.

3HaHUSA: OCOOCHHOCTM H  CHOCOOBI  NMPUMEHECHHS
IPOrPaMMHBIX M IPOrpaMMHO-AlIIapaTHBIX CPEACTB
3aIMThl MHPOPMALMU, B TOM YHCIE, B OIEPAIIMOHHBIX
CUCTCMaAX, KOMITBIOTCPHBIX CCTAX, 63.33_X JaHHBIX
TUTOBbIE MOJICJIM  YIPABJICHUS JIOCTYIIOM, CPEICTB,
METOOO0B n ITPOTOKOJIOB I/I,Z[eHTI/I(I)I/IKaLII/II/I )41
ayTeHTU(UKAIMN; OCHOBHBIC IMOHSTHS KPUNTOTpapuHu U
TUIOBBIX KPUNTOIpaUYEeCKUX METOJIOB U  CPEACTB
3alUThl HPOPMAIHH

YMeHMsI: NPUMEHATh IPOrPaMMHBIE U IIPOrPAMMHO-
anmapaTHbIe CpEJICTBA IS 3alUThl HHPOpMauu B 6a3ax




JTaHHBIX; [IPOBEPATH BBINOJIHEHUE TPEOOBAHUMN O 3aLUTE
UHPOpPMALMK OT HECAaHKLIMOHHWPOBAHHOTO JOCTYyNa MHpU
aTTecTalud 00beKTOB MH(POpPMATH3ALMHU IO TPeOOBAHUSAM

0e30macHOCTH nH(pOpMaIINY; MPUMEHSITh
MaTeMaTHYCCKHMA ammapar JUTST BBITIOJTHCHHUS
Kpuntorpaguueckux MpeoOpa3oBaHMii; HUCIOIB30BATh

TUIIOBBIE TTPOTPaMMHBIE KpUTITOTpauiecKue CpecTBa, B
TOM YHCJIE 3JIEKTPOHHYIO MOIHUCH

[IpakTyeckuii onbIT: pemenue 3aaad 3amutbl oT HCJ k
uHPOpMAIlMM OTPAHUYEHHOTO JIOCTYNa C MOMOIIBIO
MPOTpaMMHBIX W TPOTPAMMHO-AIIAPATHBIX CPEICTB
3alUThl  MH(OpMAIMKM;, TNPUMEHEHHE  SJICKTPOHHOM
MOITHCH, CUMMETPUIHBIX " ACHUMMETPUYHBIX
KpunTorpaguueckux aJITOPUTMOB u CpEeACTB
mudpoBaHUS JaHHBIX

[IK 2.5. YHUYTOXKATh
uH(pOpMaLINIO u HOCHUTEIH
uH(pOpMallMd C HCIOJIb30BAHUEM
MPOrpaMMHBIX ¥ MPOTPaAMMHO-
anmnapaTHBIX CPEJICTB.

3HaHus: OCOOCHHOCTM M CHOCOOBI  IPUMEHEHHUs
IPOrpaMMHBIX M IPOrPaMMHO-ANIApPaTHbIX CPEJICTB
rapaHTHPOBAHHOI'O YHUUTOXKEHHS HHPOpMAIUU

YMeHusi: TNpUMEHSTh CpEACTBA T'apaHTHUPOBAHHOIO
YHUYTOKEHUS HH(POpMaIuu

[lpakTrueckuil oneIT: y4€r, 00pabOTKa, XpaHEHHE U
nepeaaya MHGOpMaIuu, A1 KOTOPO YCTaHOBIIEH PEXXUM
KOH()HICHIIMAIBPHOCTH

[K 2.6. Ocy1iecTBIsITh
PETUCTPAIINI0 OCHOBHBIX COOBITHI
B ABTOMATU3UPOBAHHBIX
(uH(pOpPMAIIMOHHBIX) CHCTEMaX, B
TOM 4HCI€ C HCIOJIb30BAaHUEM
IPOrpaMMHBIX U NPOTrPaMMHO-
anmnapaTHbIX CPEICTB
OOHapyKeHHs, TPeAYNpPEKICHUS U
JTUKBUIAIIUU MOCIIEICTBUI
KOMIIBIOTEPHBIX aTakK.

3HaHUSA: TUIIOBLIC CpeacTBa U MECTOJAbI BEACHUA ayauTa,
CpCaACTB U CII0CO00B 3alllUThI I/IH(I)OpMaI_[I/II/I B JIOKaAJIBHBIX

BBIYHMCIINTCIIBHBIX CCTAX, CpEaCTB 3alllUThI oT
HCCAHKINHUOHUPOBAHHOI'O JOCTYIIA
YMmenus: yCTaHaBJIMBaTh, HACTpanBaTb, TMPUMCHATH

IPOrpaMMHBIE M IPOrpaMMHO-aINIapaTHBIE CPEICTBa
3aluUThl MHGOpPMAlLMK; OCYHIECTBISATH MOHHUTOPHHI U
PETrUCTpaIMIO CBEJCHUH, HEOOXOMUMBIX ISl 3alHThI
00BeKTOB  MHpOpMATH3alM¥M, B TOM UHUCIE C
UCIIOJIb30BAaHUEM  MPOTPaMMHBIX U NPOTPaMMHO-
anmapaTHBIX CPEICTB OOHAPYKEHUs, MPEAYNPEKICHUS U
JMKBUJAIUY TTOCIIEICTBUN KOMIIBIOTEPHBIX aTaK

[IpakTrueckuit  ombIT: paboTa ¢  MOACUCTEMaMHU
perucTpany  COOBITHI;  BBIABICHHWE COOBITUH U
MHIIMJICHTOB 0€30MacHOCTH B aBTOMATH3MPOBAaHHOU
CHUCTEME

IIM. 03 3amuTa nHGOpMAIIUK TEXHUYECKUMHU CPEJICTBAMU

[IK 3.1 OcyiiecTBisiTh yCTaHOBKY,
MOHTaXk, HACTPOMKY U TEXHHUUYECKOE
oOciyX1BaHHe TEXHUYECKHUX
CpeACTB 3amuThl HH(pOpManuu B
COOTBETCTBUM C TpeOOBAHUAMHU
AKCIUTyaTalMOHHOM
JOKYMEHTALUH.

3HaTB:  MOPSJIOK  TEXHUYECKOTO  OOCTYKUBaHHS
TEXHUUYECKUX CpEICTB 3aIIUThI uH(pOpMaIInK;
HOMEHKJIaTypy  INPUMEHSEMBIX  CPEICTB  3aIUTHI

UHPOpPMALIMKM OT HECAHKIIMOHMPOBAHHOM YTEUYKH IO
TEXHUYECKUM KaHajawm,

YMmeTh: MNPUMCHATbL TCXHUYCCKUC CPCACTBA JIA 3alHUTLL
uHbOpMalMd B YCJIOBHUSX MPUMEHEHHS MOOMIBHBIX
YCTPOMCTB 00pabOTKH U TIepeladun JaHHbBIX;

NMeTh mnpakTHYeCKH#l ONBIT: YCTaHOBKA, MOHTaX M
HACTPOWKa TEXHUYECKHX CPEJICTB 3aLIUTHI WH(MOpPMAIIH;
TEXHUYECKOe OOCITyXMBAaHUE TEXHUYECKUX CPENICTB
3allIUThI I/IH(bOpMaLII/II/I; INPUMCHCHUC OCHOBHBLIX THUIIOB




TEXHUYECKUX CPEJICTB 3alIUThI UH()OpMAIHH

IIK 3.2 OcylecTBIsATh
JKCILTyaTaIUIO TEXHHYECKUX
CpPEeACTB 3amuThl WHGOPMAIUU B
COOTBETCTBHH C TpeOOBaHUSAMHU
IKCIUTyaTaIlMOHHOM
JIOKyMEHTAI[UH.

3HaTh: (U3UYECKHE OCHOBBI, CTPYKTYPY H YCIIOBHS
dopMHpOBaHHS ~ TEXHHYECKMX  KAaHAJIOB  YTEUKH
uH(popManmm, crrocoObl X BBISIBICHHUS U METOJIBI OLICHKU
OIIaCHOCTH, KJIaccu(uKanuio CYIIECTBYIOIIUX
Gu3MUYeCKUX TMONeH M TEXHUYECKHX KaHAJIOB YTEUKH
UHPOpPMALIMK; TOPSAOK YCTPaHEHHUs HEHCIPaBHOCTEH
TEXHHYECKHX  CPEACTB  3allUThl HMHPOpPMAIMH U
OpraHM3alliil PEMOHTA TEXHHUYECKUX CPEICTB 3alIUTHI
uH(pOpMaIK; METOAMKH MHCTPYMEHTAIBHOTO KOHTPOJIS
3 PEKTUBHOCTH 3aIUTHl HH(pOpMaIuu, 06padaTeiBaeMon
CpEACTBAMU BBIUYMCIHUTENBHON TEXHHUKH Ha OOBEKTaxX

UHPOpPMATH3AIUH; HOMEHKJIATypy IIPUMEHSIEMBIX
CPEICTB 3aIUTBI UHpOpMaLUU oT
HECAaHKUMOHUPOBAHHOM  YyT€UKH IO  TEXHUYECKUM
KaHajam

YMeTh: NOpUMEHATh  TEXHUYECKHUE  CpelICcTBA s
KpUnrorpaduyeckon 3aIUTHI UHpOpMALIUU
KOH(UIEHIINAIBHOTO XapakTepa; IPUMEHSITh

TEXHUYECKHE CPEeICTBA Ui YHUUTOKEHHsS MH(OpMaIuu
U HocuTened MHGpOpMalLMU; MPUMEHSITb HOPMATHBHBIE
IIPABOBBIE  AKTHI, HOPMAaTUBHBIE  METOJMYECKUE
JOKYMEHThl 10 O0O0O€eClneYeHUIo 3aluThl HH(pOpMaluu
TEXHUYECKUMHU CPEICTBAMU

NmeTh mNpakTUYECKHl OMNbBIT: NPUMEHEHHE OCHOBHBIX
TUIOB TEXHUYECKHUX CPEACTB 3alUThl HH(OpMAIH;
BBISIBJICHHE TEXHHUUYECKHX KAaHAJOB YTEUKH HMH(pOpMaIH;
y4yacTH€ B MOHHUTOPUHTE >(PPEKTUBHOCTH TEXHHUECKUX

CpEacCTB 3alIUThI I/IH(i)OpMa]_[I/II/I; JUarHoCTHKa,
yCTpaHEHHUE OTKa30B u HEHCIIPABHOCTEHH,
BOCCTAHOBJICHHE  PaOOTOCIIOCOOHOCTH  TEXHHUYECKHX

CPEJCTB 3aLUThI HH(POPMAIUU

IIK 3.3 OcymiecTBasTe U3MEPEHHE
napamMeTpoB MOOOYHBIX
ANEKTPOMATHUTHBIX U3MYYCHHH U
HaBogoK ([IODMUH), co3maBaeMbIx
TEXHHYECKUMU CpeacTBaMu
00paboTKu uHdopmaIuu
OTPaHHYEHHOTO JTOCTYTIA.

3HaTh: HOMEHKJIATYpy M XapaKTEPHCTUKU ammaparypsl,
WCTIONIb3yeMoi it u3Mmepenus: napametpos [IOMUH, a
TaKXKe TIapaMeTpoB (OHOBBIX IIYMOB U (PU3NUYECKUX

Hojel, CO34aBaeéMbIX  TEXHHYECKHMMH  CpEICTBAMU
3aUThl  MHGOpMAIMK;  CTPYKTYpY M YCJIOBHUSA
dopMupoOBaHMS ~ TEXHHMYECKMX  KaHAJIOB  YTEUKH
UHpOpMaLINY;

YMeTh: NPUMEHSATh TEXHUYECKHE CPEeACTBA AJIS 3alUThI
UHPOpPMALIMM B YCIOBHAX TPUMEHEHUS MOOUIBHBIX
YCTPOMCTB 00pabOTKH U Nepeiadul TaHHBIX

VMMeTh NpakTUYECKUH ONBIT: NPOBEICHHUE W3MEpPEHUN
napametpoB [IOMMUH, co3maBaeMbIXx TEXHHUYECKUMH
cpeactBaMu 00pabOTKM MHGOpPMAIMKM TPH ATTECTAIUH
00BeKTOB MH(MOpPMATHU3AMH, [JIsI KOTOPOW YCTaHOBJIEH
PEXUM KOH(UACHINAIBHOCTH, ITPH aTTECTAIIMH O0BEKTOB
uHDopMaTU3aMK MO  TpeOOBaHUSAM  OE30MAaCHOCTH
uHpOpMaUN

I1IK 3.4 OcymiecTBasTe U3MEPEHUE
napaMeTpoB (OHOBBIX IIYMOB, a
TaKkKe (buzmyecKknx MOJIEH,
CO3/1aBAEMBbIX TEXHUYECKUMU

3HaTh: HOMEHKJIATypy NPUMEHSEMBIX CPEACTB 3alUThI
UHPOpPMALIMKM OT HECAHKIIMOHMPOBAHHOM YTEUKH IO
TEXHUYECKUM KaHajaaM

YMeTh: IPUMEHATh TEXHUYECKUE CPEACTBA I 3aIUTHI




MHPOpPMALIMM B YCIOBHUAX IPUMEHEHUS MOOMIIBHBIX
YCTPOHCTB 00pabOTKH 1 Tepeaayl JaHHbBIX

MMeTp npakTUYECKUH ONBIT: MPOBEICHHE W3MEpPEHUN
napaMeTpoB (DOHOBBIX IIYMOB, a TakKXke (PU3HMUECKUX
MOJIEH,  CO3/1aBAEMBIX  TEXHMYECKUMHU  CpPEICTBaAMU
3aIUThl HH(POPMAIUK; BBISBICHHE TEXHUYECKUX KaHAJIOB
yTeuKu HHOpMAIIn

CpeICTBaMU 3aIIUThl HHPOPMAIIHH.

TIK 3.5 OpraHu3oBbIBaTh | 3HATH: OCHOBHBIE MPUHIIUIIBI NEUCTBUA u
OTJENbHBIC PA0OTHI IO (PU3UYECKON | XapaKTECPUCTUKA TEXHHYECKUX CPEACTB  (PU3NICCKOM
3aIINATE O0OBEKTOB | 3aIllUTHI; OCHOBHBIE CIOCOOBI (PU3MUYECKOW 3aIIUThI
nH(POPMATH3AIINY. 00BEKTOB nH(pOpMaTH3AINH; HOMEHKJIATypy

UHPOpPMATHU3ALNU

OXPaHHOTO
yIIpaBJICHUS

UH(pOpPMAaTHU3ALUU

yCTpaHEHUe
BOCCTAHOBJICHHE

MMPUMCHACMBIX CPCIACTB (1)I/I3H‘leCKOﬁ 3allIHUTHI 00BEKTOB

YMeTh: NPUMEHSTh CPENCTBA OXPAHHOM CHUTHAIM3ALMH,
TENEBUICHUS U

JIOCTYIIOM;
TEXHUUYECKHUE CpeACTBa (PU3MYECKOW 3allluThl OOBEKTOB

MMeTp mNpakTUYECKUH OIBIT:
HACTpOHKa, TeXHHUYECKOoe OOCIyKMBaHHE, IMATHOCTHKA,
OTKa30B "
paboTocrnocoOHOCTH
TEXHUYECKHUX CPEJICTB (PU3NUECKON 3aITUTHI

CHCTEM
IIPpUMCHATDH

KOHTpOJII U
UH)XEHEPHO-
YCTaHOBKA, MOHTaX U

HEHCIPABHOCTEN,
HMHXEHEPHO-

TpeGoBaHus K COOEPKAHUIO JeMOHCTPALMOHHOI0 3K3aMeHa no cnenuajgabHoctu 10.02.05.

Obecneuenue UWHPOPMANMOHHOI 0€30MACHOCTH ABTOMATHU3HPOBAHHBIX CHCTEM B
coorBeTcTBHM ¢ PI'OC CIIO
Monyab 3a1aHus
e (BU TEATEIBHOCTH, Ilepeyennb IlepeyeHb oleHMBaeMBbIX YMEHUI
3 BH]T OLlCHUBAaeMbIX ¥ HABBIKOB / IPAKTHYECKOr0
n/n N
npodeccuoHaIbHON IIK (OK) oneITa
NESATEITLHOCTH)
1 2 3 4
1 | Dkcmyaranus IIK OcymiectBisits 3HATB: COCTaB W TPHUHIUIE PabOTH]
ABTOMATU3UPOBAHHBI | POBEPKY ABTOMATHU3UPOBAHHBIX CHCTEM,
X TEXHUYECCKOT'O OTICPAIMOHHBIX CUCTEM U CPCI; NIPUHIUIIBL
(I/IH(I)OpMaL[I/IOHHBIX) COCTOSIHUA, paSpa6OTKI/I AJIrOPpUTMOB porpamm,
CHCTEM B TEXHUYECKOE OCHOBHBIX IIPUEMOB IPOTrPAMMUPOBAHUS;
00CITy)KHBaHUE U Momenn  0a3  JaHHBIX; NIPUHLINIIBI
ABTOMATU3HPOBAHHBI .
TEKYILHI PEMOHT, OCTPOCHUs, (PU3MUECKUE OCHOBBI PAOOTHI
X 3aIAIIEHHOM YCTPAHSATb OTKA3bI 1 riepuepuitHBIX YCTPOMCTB.
HUCIIONHCHHA BOCCTAHaBJIUBATh YMeTh: OCYIICCTBJIATL KOMIIJICKTOBAHHE,
PaboTOCIIOCOOHOCTD KOH(PUTYpHUpPOBaHUE, HacCTpOUKY
ABTOMAaTU3UPOBAHHBI ABTOMATU3UPOBAHHBIX CUCTEM B
X BAlIUIIICHHOM HCIIOJIHCHUU W KOMIIOHCHT]
(uH(pOPMALIMOHHBIX) CUCTEM 3aIUTBI uH(popMau
CHUCTEM B ABTOMATU3UPOBAHHBIX CUCTEM.
3alllIUIIICHHOM o
T — HUmertn l'lpaKT]([‘lveCK](lI/l OIIBIT:
YCTAaHOBKAa W HACTPOHUKAa KOMIIOHCHTOB
K AnMuHHCTPHPOBATH CUCTEM 3aLUTBI uHpopmanuu
IIPpOrpaMMHBIC U ABTOMATHU3UPOBAHHBIX

IIPpOrpaMMHO-alIapaTHbIC

(MHpOPMALIMOHHBIX) CHCTEM




KOMITOHEHTBI
aBTOMAaTU3UPOBAHHOU
(uHpOpMALIMOHHOK)
CHCTEMBI B 3alIUIIICHHOM
UCTIOJTHEHHH.

[IK TIpousBoauts
YCTaHOBKY W HaCTPOUKY
KOMIIOHEHTOB
ABTOMaTHU3UPOBAHHBIX
(nH(DOPMALIMOHHBIX)
CHCTEM B 3alIUIICHHOM
HCIIOJIHCHHH B
COOTBETCTBHUHU C
TpeOOBAHUAMHU
9KCIUTyaTallMOHHON
JOKYMEHTallMH.

3amuTa uHGOpMaIH
B
ABTOMaTH3UPOBAHHBIX
CUCTEMaX.
IIPOrpaMMHBIMU U
IIPOrpaMMHO-
AnmnapaTHbIM

u

CpelCTBaMuU

IIK OcymiectBisits
YCTaHOBKY M HACTPOMKY
OTIEIbHBIX
MPOrpaMMHBIX,
[POrpaMMHO-aIIapaTHbIX
CPEJICTB 3aIUThI
uHopmamn

[IK O6ecneunBatsb
3anmTy uHpOpManuu B
aBTOMAaTH3UPOBAHHBIX
CHCTEeMax OTJIEeIIbHBIMU
MPOTPaMMHBIMH,
pOrpaMMHO-
anmapaTHBIMH
CpeAcTBaMHU

TIK Yuugroxars
HH(OPMAIIUIO U HOCUTENH
HHQOPMAIHH C
HCIIOIL30BAaHUEM
[POrpaMMHBIX H
MPOTrpaMMHO-aIapaTHBIX
CpEJICTB.

[IK OcymiectBisith
PETHCTPALIUIO0 OCHOBHBIX
COOBITHH B
ABTOMAaTU3UPOBAHHBIX
(MHpOPMAITMOHHBIX )
CHCTEMaX, B TOM YHCJIE C
HCITOIL30BAHUEM
MPOrPaAaMMHBIX U
MPOrpaMMHO-aIMapaTHbIX
CpPE/ICTB OOHAPYKEHHS,
MPeyNPEKICHUS 1
JUKBUIAIAH [TOCAEACTBUM
KOMITBIOTEPHBIX aTaK.

3HaATh: 0COOEHHOCTH u CII0CO0BI
[IPUMEHEHUA NIPOrPaMMHBIX 51
[IPOrpaMMHO-aIIapaTHbIX CPEICTB

3ammTel MHPOpPMALWK, B TOM 4YHUCIE, B
OIICPAIMOHHBIX CHCTEMAaX, KOMITBIOTEPHBIX
ceTsX, 0a3ax JTaHHBIX

YMeTh: ycTaHaBIMBaTh W HACTPaWBAaTh
CpeICTBa  AHTHBHPYCHOW  3allUTHl B
COOTBETCTBUU c MPEIbSBISICMBIMA
TpeOOBaHUAMY; yCTaHABIIUBATb,
HACTpanWBaTh, IPUMEHSATH MPOTPAMMHEIC U
NporpaMMHO-arnnapaTHble CpeAcTBa
3alIUTHl HPOPMAITHIH.

HNmeTnb NMPaKTUYeCKUil OIIBIT:
o0ecrieyeHre  3allUTBl  aBTOHOMHBIX
aBTOMATU3UPOBAHHBIX CHUCTEM
POrpaMMHBIMU H MPOrPaAMMHO-
arnmapaTHbIMU CpeACTBaMU;
HCIIOJIb30BaHUE MPOTPAMMHBIX "
MpOrpaMMHO-aNNapaTHbIX CPEJCTB i
3alUThl HH(QOPMAIIUU B CETH.

Onucanue noxasareje u KPHUTCPHUEB OLICHUBAHUSA KOMHeTEHHHﬁ Ha pa3/IMIHbIX 3TAalax ux

(hopMupoBaHusl, ONMCAHHE KA OLleHUBAHUSA



IIpumepHble TPeOOBAHMS K OIIEHUBAHHUIO

MpOrpaMMHO-aNnapaTHbIMU
CpENCTBAMH.

TecrupoBanue GyHKIMNA OTACIBHBIX
MPOrpaMMHBIX U IPOrPaMMHO-
arnmapaTHbIX CPEJICTB 3alUThI
nH(pOpPMAaITHHL.

MakcuMaabHO BO3MOKHOE KOJIMYECTBO OAILIOB 100
MonyJab 3aganust
Ne (BU IESITENIBHOCTH, BU]T .
w/n pOGeCCHOHATBHO Kpurepuii oueHuBanus Bbanasbl
NESTEIIBHOCTH)
1 2 3 4

Okcmtyatanus YcTaHoBKa U HacTpoiKa

ABTOMATHU3HPOBAHHBIX KOMITOHEHTOB

(nH(OPMAITMOHHBIX ) aBTOMAaTU3UPOBAHHBIX

CHUCTEM B (MHGOPMAITMOHHBIX ) CUCTEM B

ABTOMATH3UPOBAHHBIX 3aIuIeHHOM UCTIOTHEHUH B

3aIIMILEHHOM UCIIONIHEHUU | COOTBETCTBUHU C TPEOOBAHUSAMU

1 DKCITyaTalluOHHOM
JIOKYMEHTAITUH.
AMUHUCTPUPOBAaHUE
MIPOrPaMMHBIX U IPOTPaMMHO- 50
anmnapaTHbIX
KOMITOHEHTOB
aBTOMAaTHU3UPOBAaHHON
(vH(DOPMAITMIOHHON) CHCTEMEI B
3aIUIIEHHOM HCIIOJTHEHUN
2 3amuTa nHGOpPMAIIIH B VYcraHoBKa M HACTPOIMKA OTACIIBHBIX

ABTOMaTH3UPOBAHHBIX MPOrPaMMHBIX, TPOTPAMMHO-

CUCTEeMaXx. anmnapaTHbIX CPEJCTB 3aIIUThI

MPOrPaMMHBIMU U WH(GOpPMAIIHH.

MIPOTrPaMMHO-

AnnapaTHbBIMH CPEACTBAMU | ObecreueHue 3amuThl MHPOPMAIUH B
ABTOMATHU3UPOBAHHBIX CUCTEMAX
OTACIIbHBIMHU IIPOTrPaAMMHBIMU, 50

UToro

100




Oobpa3sen 3a1anusi 6a30BOro ypoBHA
B xommanum «SoC» Bo3HMKIa HeoOXxomumocTh BHeApeHuss DLP cuctemsl s mydmien

3alIUThl KOPIOPAaTUBHON HMH(OpMAlMM M MpPEeJOTBpALlleHHs yTe4yeK JIaHHBbIX. BamM HeoOXxoaumo
YCTAaHOBUTb U HACTPOUTb KOMIIOHEHTBI CHUCTEMBI B COOTBETCTBUM C BBIJAHHBIM 3aJaHUEM.
CepBepHble KOMIIOHEHThI YCTAHOBJIEHBI, CETEBbIE MHTEP(EHChl HACTPOEHBI.

[TonroroBieHs! cieayolue BUPTyallbHbIE MAaIlIUHbI ISl JadbHEHIelH paboThl:

» Konrpomiep nomeHa;

* DLP cepBep ycTaHOBIIEH, aKTUBUPOBaHa JIMLIEH3Ms, ecTb LDAP cunxponuzanus;

* BupryanpHas MalnHa ¢ yCTaHOBJIEHHBIM CEPBEPOM areHTCKOI0 MOHUTOPHUHIA;

* BupryanpHas MaliHa «HapymuTesns» B JoMeHe (1 mr).

B xoMmaHum pasBepHYT JOMEH CO BCEMU COTpyIHUKaMH ¢ ykazaHueM PUO, nomxHocTH N
KOHTAKTOB.

IIpy BBINOTHEHUM 3aJaHUKM MOKHO IIOJIB30BATHCS Pa3pPEIICHHBIMU CIIPAaBOYHBIMHU PECYPCAMHU B
cetu MIHTEepHET W/MKM TOKyMEeHTaluell Ha KOMIbIOTEpax U/UiK B O0IIEM CETEBOM KaTaJlore.

Bce sorunsl, maposu, cereBbleé HACTPOMKU M IPOYEE YKA3aHbl B JOIOJHUTEIBHOW KapTOUKE
3a1aHusl.

Mooyne 1: 3Ixcnayamauus aemomMamu3upoéanHuvlix (UHGOPMAYUOHHBIX) cucmem 6
3AU{UULEHHOM UCNOTTHEHUU
[Ipu BHIMOJHEHUH 33/IaHUsI MOJIYJISI HEOOXOJIMMO JOCTUYD CACAYIOUIUX IIeJICH:

1. HacTpoeHHBII KOHTpOJUIEp TOMEHa.

2. PaboTocnocoOHbIi cepBep MOHUTOPHHTA CETEBOTO TpadHKa.

3. YcTaHOBIEHHBIN B PabOTOCTIOCOOHBIH CepBEp areHTCKOT0 MOHUTOPHHTA.

4. YcTaHOBIIEHHBIE U pabOTOCIIOCOOHBIE areHT MOHUTOPUHTA Ha KIIMEHTCKOM YCTPOMCTBE.

Ecnu B 3amannu yka3aHo caenaTh CKPUHIIOT, HEOOXOAMMO HA3bIBATh €0 10 HOMEPY 3a/aHus,
Hanpumep, «3aaHue S5 KomupoBaHHE.Jpg». Bce CKPUHIIOTHI U OTYETHI COXPAHSIOTCS Ha pabounit
CToNl (PU3MYECKOr0 KOMITBIOTEpa B OJMH KaTaJor WIM JOKYMEHT (BaXHO cOOIrOnaTh
MOCJIEI0BATEIbHOCTD 3aJaHni ). [Ipy co31aHny CHUMKOB 3KpaHa HEOOXO0ANMO JAeaTh TMO0 TOITHBIN
CHHMOK JKpaHa, MO0 1enoro okHa. He cTouT BbIpe3aTh TONBKO MaJIeHBKUI KycOodeK (Hampumep,
cooO1IeHNne 0 COOBITHH), T. K. 3TO HE OyJET SABIATHCS SIBHBIM IMOATBEPKICHUEM paOOTHI.

JlonmyckaeTcsi mocyeytollee BblJIeIEHUE PAaMKOM, CTPENKOM WM MHBIM CIIOCOOOM pe3yibTara
paboTHI.

3aganue monyas 1:

3agauya 1: Hacrpoiika KOHTpoO/LJIepa 10MeHa

Cozpate nogpasnenenue “DemoExam” B KOHTpoJuiepe JOMEHa.

Brytpu co3ganHoro mnoapaszaeneHus “‘DemoExam” HeoOXoauMo co3gaTh W HACTPOWTH
CJICTYIOIIUX JIOMEHHBIX MOJIb30BaTeIel C COOTBETCTBYIOIIMMH TIPaBaMU:

— Jlorun: web-officer, mapoinb: xxXX3344, npapa 1moyib30BaTems JOMEHA;

— Jlorun: ldap-sync, mapoinb: xxXX3344, nmpaBa moiabp30BaTelis JOMEHA;

— Jlorun: device-officer, maponb: xxXX3344, npaBa agMUHHCTpaTOpa JOMEHA U JIOKAJIBHOTO
aIMUHUCTPATOPA;

— Jlorun: violator, maponb xxXX3344, mpaBa mmoyib30BaTeNs JOMEHA.

3anaua 2: Hacrpoiika DLP cepsepa



DLP-cepBep KOHTpOJIs ceTeBOro Tpaduka yxe MmpelycTaHOBJIEH, HO HE HACTPOCH:

— HeoOxoauMo y3HaTh IP-anpec cepBepa depes JOKaIbHYIO KOHCOJIb BUPTYIBHOW MAIIUHBI U
npoBepuTh HacTpoliku DNS Ha cepBepe uisi KOPpPeKTHOW pabOThI, B Cllydae HECOBMAJICHUN
HacTpouTh DNS npaBuibHO;

— CHMHXPOHM3HMPOBATh KaTaJor IoJib30Bareiaeil n komnbroTepoB LDAP ¢ nomena ¢ momonipro
paHee co3aHHOrO MoJib3oBarens ldap-sync;

— JUIs BXOJa B BEO-KOHCOJIb HEOOXOJMMO HACTPOMUTH HCIIOJIb30BAHHWE paHEee CO3/1aHHOTO
MOJI30BaTENsI JoMeHa web-officer ¢ ToOTHBIMU TIpaBaMU CHCTEMBI.

3anumute [P-agpeca, TOKEH, JIOTHHBI U MAapoju OT YYETHBIX 3allMCei, a TakKe BCe IPOYHe
HECTaH/JapTHHIE JaHHbIC (M3MEHEHHbIC BaMM) Ballleil CUCTEMBbI B TEKCTOBOM (aillie «oTueT.txt» Ha
paboueM cTojie KOMIbIOTEpA.

3agauya 3: YcTaHOBKA M HACTPOIKA cepBepa areHTCKOro MOHUTOPUHTa

Hcnonp3yst BUPTyalbHYIO MAIIMHY aréHTCKOTO0 MOHUTOPHHTA!

— HEeoOX0IMMO BBECTH CEpBEp B JIOMEH, IOC]E Tepe3arpy3ku BOMTH B CHUCTEMY OT paHee
co3aaHHOTO Tosib3oBaTess device-officer (BaxHO);

— I0cJIe BXOJla B CUCTEMY HEOOXOUMO MEPEMECTUTh BBE/ICHHBIM B TOMEH KOMIIBIOTEP B paHee
co3nanHoe nojpaszaenenue “‘DemoExam” Ha noMeHe;

— ycTtaHoBUTHb 0a3y naHHbIX PostgreSQL wnm (yHKUIMOHANBHBIA aHAIOT C MapojeM
cynepronb3oBarenss QWEasd123;

— YCTaHOBUTb CEpBEp areHTCKOro MOHHMTOPMHra C THapaMeTpaMH IO YMOJIYaHHIO,
ITOAKJIIOYMBIINCE K paHee co31aHHoM b/l;

— IPU YCTAaHOBKE CEpBEpa areHTCKOI0 MOHUTOPUHIAa HEOOXOAMMO YCTAHOBUTH COEIUHEHHUE C
DLP-cepsepom mo IP-ampecy M TOKEeHy, HO MOXHO cjaeiaTb 3TO M mocie ycraHoBkH. [lpu
YCTaHOBKE HACTPOUTH JIOKAIBHOTO TOJIb30BaTeNsi KOHCONM ympasieHusi: web-officer ¢ maposiem
QWEasd123;

— CUHXPOHU3HUPOBATh KaTaJIOT M0JIb30BaTEIEN U KOMIIBIOTEPOB C KOHTPOJIJIEPOM JIOMEHA.

3anumute [P-anpeca, JTOrHHBI U MApOIU OT YYETHBIX 3alMCed, a TakKe BCE MPOYHE JaHHEIC,
W3MEHEHHBIE BaMH, B TEKCTOBOM (haiiyie «0T4eT.txt» ¢ Ha pabodeM CToJie KOMITbIOTepa.

3agaya 4: YcTaHOBKA areHTa MOHUTOPUHIA HA MAIIMHE HAPYIIUTES

Hcrnonb3ys BUPTYalIbHYIO MALIMHY HAPYLIUTEIS:

— HEeo0XO0MMO BBECTH KJIMEHTCKYIO MAIIMHY B JOMEH, IOCJE MEepe3arpy3ku BOUTHU B CUCTEMY
OT paHee CO3JaHHOIO MOJIb30BaTels violator;

— IOCJIe BXOJla B CHCTEMY HEOOXOUMO TIEPEMECTHUTh BBEICHHBIN B IOMCH KOMIIBIOTEP B paHee
co3nanHoe nojpaszaeneHue “‘DemoExam” Ha nomene.

Ha wmammnay wnHapymmrens (violator) cpeacTBamMu TpYINNOBBIX IMOJUTHK WM CepBepa
MOHI/ITOpI/IHFa yCTaHOBI/ITL arcHT MOHI/ITOpI/IHF a. HCO6XOI[I/IMO y‘IeCTB, qTo yCTaHOBKa
OCYIIECTBIISAETCS TOJIBKO C MPaBaMH aJIMUHUCTPATOPa (JIOMEHHOT'O HMJIH JIOKAIBHOTO).

PydHast ycTaHOBKa ¢ TOMOIIBIO CO3JIaHUS M IIEPEHOCa JIIOOBIM CITOCOOOM IaKeTa yCTAaHOBKH
ABIIACTCA HGKOppCKTHBIM BBIITOJIHCHUEM 3a1aHUS.

B cnyyae npoGieM npu ycTaHOBKE KOMIIOHEHTOB CTOMT IPOBEPUTH HACTPOUKH OpaHaMayspa U
DNS.

3agaya 5: 3amuTa cMCTeMBbI ¢ TOMOIIbIO cepTH(HHKATOB
Cozmarite nmepeBo ceprudpukaroB ¢opmara PKCS pans 3ammrel  BeO-COSAMHEHHS C



DLPcepsepom mno mnporokony HTTPS. Cepruduxar u ucnoiab3yeMblii KIOY  JOJDKEH

YIIOBJIETBOPATH OOILENPUHATHIM Ha CEroJHS CTaHIapTaM M TpeOOBaHUAM (IIO JUIMTEILHOCTH HE

Oomnee 1 roma, mmuHe Kiroda He MeHee 2048 OWT W T. 1.), mMapameTpsl cepTU(dUKaTa TOJDKHBI

COOTBETCTBOBATh aTpuOyTaM KOMIIAHUM. YTHIMTA I CO3JaHHMs cepTUdHUKaTa — Ha BBHIOOD

YYaCTHHKA U3 JOCTYIHBIX B ONEPALIMOHHBIX CUCTEMaX U JUCTpUOyTHBax (openssl win aHamorm).
JlepeBo cepTuhuKaTOB JOKHO BKIIOYATE!

KOpHEBOU root-cepTudukar (ca);

CEpBEPHBIi (server) cepTUUKAT;

M0 JKEJaHWI0 JOIYCKAeTCs HCIOJb30BAaHUE TIOJIB30BATEIILCKOTO H  MPOMEKYTOYHOTO
cepTuduKara.

JononnuTenbHas nuHopmanys cepTu@UKATOB OJKHA BKIIOYATh B ce0s:

Crpana: RU.

I'opon: Moscow.

Kommanus (v uHBIE AOMOTHUTENBHBIC 1T ): DemoExam.
Otnen: SoC.

[Taponu kmroueit (ecnu npumenumo): QWEasd123.

OcTasnbHbI€ 110JIs 3alOJIHSIIOTCS CAMOCTOSITEIBHO.

[locne renepamuu cepTuPUKATOB HEOOXOJUMO YCTAaHOBUTH CEPBEPHBIN cepTHUPHUKAT HA
BeOcepBep DLP-cucteMbl, a Takke YCTAaHOBHUTh KOPHEBOM CepTH(PUKAT KaK JOBEPCHHBIH B
KOHTPOJIJIEP JOMEHA ISl UCII0JIb30BAHUS HA BCEX KOMITbIOTEpPAaX B CETH.

B ciydae HEBO3MOKHOCTH — 3TO CAENaTh, YCTAHOBHTH CEPTU(UKAT HA MAIIMHY TOMEHA U
0TOOPa3UTh ITO B OTYETE.

HTOroBolii pe3yabTaT JJOJLKSH BKIIOYATh:

— HlepeBo u3 ceptudukaron, ynakoBaHHbeix B naker PKCS (.p12), a taxxe mpencraBieHHbIE B
BUJIC OTNEIBHBIX (hailJIOB KIIFOUEH U CepPTUPHUKATOB, PACTIOIOKECHHBIX Ha pabodeM CTOJe B KaTaiore
«CepTtuuKaTHI».

— Copnepxxumoe KOMaHJ 10 TeHepaluu KIo4ed U cepTU(UKATOB B TEKCTOBOM (aiine
«cepTU(UKATHLtXt» Ha paboueM CTOJIE C KOMMEHTapHUSIMH.

— CKpUHIIOTH YCHEITHOTO MOJKIIOUEeHHs K KoHconu cepBepa DLP 6e3 ommbok ceprudukara,
CKPHHIIOTHI OKOH TNPOCMOTpa CepTHU(HKATa B CHCTEME C MOMOINBI0 ocHAcTKH «CepTuhuKaThD»
OTepannoHHON cucTeMsbl (BkIaaku «O6muey, «IlyTb cepTudukammmy).

— Ceptudukarsl He TOJKHBI COAEPKaTh OLIMOOK, MperymnpexaeHuit (warnings), HEBEpHOM
nH(pOpMaIUK U T. TI.



Mooyns 2: 3awmuma ungpopmayuu 6 a86MOMAMUIUPOBAHHBIX CUCHEMAX NPOZPAMMHBIMU U
NPOZPAMMHO-ARNAPAMHBIMU CPEOCH 8AMU
[Ipy BHIMOJHEHUH 3aIaHUsI MOJIYJISI HEOOXOIMMO AOCTUYD CIACAYIOUIUX IICJICH:

1.Hactpoiika cepBepa areHTCKOro MOHMUTOPUHTA JIJIsl PaBHIBHON paOOThl CUCTEMBI.

2. Pa3zpa0oTka MOJUTHK M MpPaBUJI O€30MAaCHOCTH, MPEIOTBPAIIAIONINX YTEUKU WM THOIBITKY
UCIIOJIB30BAHUS YCTPOMCTB M CEPBUCOB MOJIB30BATEIIIMH.

3. Pa3paboTka rpymnoBbIX MOJTUTHK JOMEHA I OTPAaHUYEHUS MTOh30BaATEILCKUX JEHCTBUN.

4. IlpoBepka pabOTOCTIOCOOHOCTH MOJIUTHK U TPABUII O€30MaCHOCTH

3amaHus BBHIMOJIHSIOTCS TOJBKO C TMOMOIIBI0 KOMIOHEHTOB DLP cucteMbl WM TpynmoBbIX
MOJIUTHK (YKa3aHO B 3aJIaHUH).

Bce cuenapum 3amanumii (Tae TPUMEHHMO) HEOOXOAMMO BOCIPOM3BECTH W 3adUKCHUPOBATH
pesynbraT. HaspiBaiiTe co3gaHHBIE BaMH pPa3Aelbl/TIOMUTUKHA/TPYIIBI U T. M. B COOTBETCTBUU C
3amanuemM, Hanpumep, «[lonmutuka 1» wim «[Ipasuno 1.2» u T. 4., ”HA4Ye MPOBEpKa 3aJaHUI MOKET
OBITH HEBO3MOJKHA.

BrimonHeHne OTAENbHBIX 33JaHUi HEOOXOAMMO MOATBEPAUTH CKPUHIIOTOM. B 3ToM ciydae
HEOOXOUMO TMPOTOKOJIUPOBATH CBOU PE3yJAbTAThI C MOMOIIBIO JBYX M 00Jiee CKPUHIIOTOB IS
KOKIOT0 3aJaHus (CKPUHIIOT 3a/JIaHHOM TOJHMTUKH W CKPUHIIOT e padoThl). sl HEKOTOPBIX
3alaHuil HeOOXOAUMO TMocie (UKcAlMU Pe3yabTaTOB B BHJE CKPUHIIOTOB YIAJIHWTh 3aJaHHYIO
MOJIUTUKY, 4TO OyIeT OrOoBOPEHO OTIENbHO B TEKCTE 3aJaHus. Bce CKpUHIIOTHI HEOOXOAMMO
COXpaHUTH B nanke «Moayib 2».

Dopmam HA36AHUA CKPUHUIOMOE NOJUMUK.

[Tpumep 1 nns coxpaneHus ckpuHIIoTa co3nanHoi nonutuku: CR-1.jpg rae CR — cokpamienne
OT aHrJ. creating a rule, 1 — HomMep 3amaHus

[Ipumep 2 nnst coxpaHeHHs] CKpuHIIOTa pabotatouieit nomutuku: RW-1.jpg rme RW —
COKpaieHue ot aHrd. rule work, 1 — Homep 3aaHus.

[Tpumep 3 anst coxpaHeHHUs] HECKOJIBKHX CKPHHIIOTOB OJHOM paboTtaromieit monutuku: RW-1-
2.jpg rae RW — cokparenue ot anri. rulel work, 1 — Homep 3ananus; 2 — HOMep CKPHHIIOTA ISt
3aganudg 1.

3ananue moayJs 2:

3anaua 1: [IpoBepka padoToCIIOCOOHOCTH CHCTEMbI

Heo6xonnumo co3aaTh NpOBEPOUYHYIO OJIUTHUKY Ha MPABUIIO IEpeAayuu, KOMPOBAHUS, XPAHEHUS
u O0ydepa obmena (uiu paboOThl B MPUIOKEHUSIX), Bce 4 BapuaHTa cpabaThIBaHUSI COOBITUN MJIS
JaHHBIX, coxepxkaux TepMuH «lIpoBepka cucteMbl» (B JIF0OOM pErucTpe), yCTaHOBUTh HU3KUUI
YPOBEHb yrpo3bl JUId BceX coObITui, 10o0aBuTh Ter «lIpoBepkay». Jlis oTpabOTKM mpaBMil yepes
CepBep AareHTCKOro MOHUTOpPMHra HEOOXOAMMO CO3[aBaTh IpaBWIa B OTAEIbHON IMOJUTHKE
«Mopaynb 2». Ilocne oTpaOOTKM HNOJUTUK HEOOXOAMMO OCTaBUTh IOJIUTHKY U OTKPEIHUTb €€ OT
TPYII KOMITBIOTEPOB WJTH BBIKIIOUUTH MPaBUIIA, HO HE yIAJIATH.

[IpoBeputh cpabaThiBaHWE BCEMH YETHIPbMS BO3MOXHBIMH  crocobamu  (mepenadw,
KOIMPOBaHUs, XpaHeHUs: U Oydepa oOMeHa, XOTs Obl 1 coObITHE HAa Ka)Iblii THM) C IOMOIUIbIO
BUPTYaJbHOM MAIIMHBI HApYIIUTENs C YCTAHOBJICHHbIM areHToM. CraenaTb OJHY BBIOOPKY, B
KOTOpOH OyIeT 0TOOpa’k€HO TOJIBKO TI0 OJHOMY COOBITHIO KaXIOTO THMA (CyMMapHO 4 COOBITHSA:
nepesadn, KOMHMPOBAaHUS, XpaHeHHs M Oydepa oOMeHa), HACTPOMB KOHCTPYKTOP BBIOOPKH



BPYYHYIO.

3amaya 2: NoAroToBKa cepBepa areHTCKOro MOHUTOPUHIa

HeoOxoaumo co3aTe HOBYIO TPYIIy KOMIBIOTEPOB: «DemoGroup», a Takke co3JaTh HOBYIO
nonutuky: «DemoPolicy». ITlomuTuka AOMKHA NPUMEHSATHCS HA pPaHEE CO3JAHHYIO TPYIITY
KoMIbloTepoB. KomnbpioTep HapymuTens HeoOXoIuMo nepemMecTuts B rpymnimy «DemoGroup»

3auKCUPOBATH BBHIOJTHEHUE CKPUHIIIOTOM.

3agaya 3: cMeHa maposst y1aJaeHHs areHTa

Heo6xonumMo ycTaHOBUTH (CMEHMUTh) Mapojib JUIsl yAaJeHHUs areHTa MOHUTOPHHIA Ha BCEX
MallliHaX HapylMTeae ¢ TOMOIIbIO CPEICTB CEpBEPA areHTCKOTO MOHUTOPHHTA (YJaJIEHHO).

[Mapons: QWEasd123

3apuKCHPOBAThH BHIMIOJIHEHHE CKPUHIIIOTOM.

Cneoyrowue npasuna cozoaromces 6 nonumuxe « DemoPolicy».

[IpaBuio 1

3aHpeTI/ITI> IeyaTtb I[OKYMGHTOB Ha CCTCBBIX HpI/IHTCan. TaK)KC HCO6XO}II/IMO OTOCIIBHBIM
IIPABUJIOM Pa3pELIUTh I1€YaTh Ha JIOKAJIIBHBIX IIPUHTEPAX.

3adukcrupoBath (HaKT HACTPOHUKH MPABHII (TIOJUTHK) CKPUHIIIOTAMHU.

[IpaBuno 2
HeoOxoquMo TIOTHOCTBIO 3alpeTHTh HCIONBb30BaHWE o0maunoro cepsuca GoogleDrive,

pa3penmTh NOJTHOE UCIoNIb30BaHue cepprca YandexDisk, ocTanbHbIe CEpBUCH HACTPOHUTH TOJIBKO B
pexkuMe YTeHHs (Pa3pemnTh CKAUYMBAHHE).
3adukcupoBath PaKkT HACTPOUKHU TIPABUI (ITOJTUTHK) CKPUHIIIOTAMH.

[Ipasuiio 3
3anpetuTs 3amyck npuinoxxenus wordpad unu Libre/Open office Writer.

[TpoBeputh paboTOCIOCOOHOCTH, 3aUKCUPOBATH (PAKT HACTPOWKM MpaBUi (MOJIUTUK) M HUX
paboTOCIIOCOOHOCTh CKPUHIIIOTAMH.

[IpaBuio 4
HeoOxomumo 3ampeTuTh CO3[aHWE CHHMKOB OJKpaHa B TEKCTOBBIX peIaKTopax s

NPEIOTBPAIICHHS YTEUKH.
[IpoBeputh paboTOCIIOCOOHOCTH, 3aUKCHPOBATH (HDAKT HACTPOWKH MpaBWl (MOJMTHK) M HMX
paboToCIOCOOHOCTh CKPUHIIIOTAMHU.

[IpaBuiio 5
Heobxogumo 3anpetuth 3amuch (ailioB Ha BCE CheMHBIC HOCHTENN HHpoOpManuu ((hIemKn),

OCTaBHB BO3MO>KHOCTh YT€HUS U KONMUpOBaHMsS ¢ HUX. B ciaydae orcyrctBusa USB-nakonurenei
CO3/1aTh MTPABHJIO HA CETEBBIC PACIIONIOKEHHUS.

[TpoBeputh paboTOCIOCOOHOCTH, 3a(UKCUPOBATh (PAKT HACTPOWKM MpaBWi (TOJIUTUK) M UX
paboTOCIOCOOHOCTh CKPUHILIOTAMH.

[IpaBuno 6
C yderom paHee CO3/1aHHOM OJOKMPOBKM HEOOXOAMMO pa3peliuTh KONUPOBAHUE TOJBKO Ha



onuH noBepeHHbl USB-HakonuTenb.
[IpoBeputh paboTOCIIOCOOHOCTH, 3aUKCHPOBATH (HAKT HACTPOWKH MpaBWil (MOJMTHK) M HX
paboToCIOCOOHOCTh CKPUHIIIOTAMHU.

IIpaBuiio 7
[TosmHOCTRIO 3a0sokupyiiTe mocTynm kK CD/DVD Ha KIMEHTCKOM KOMIbIOTEpEe (BHUPTYyaIbHOU

Mamnse). B ciydae orcyrerBust CD/DVD npuBoja ero Heo6XoAuMO CO3/1aTh.
[IpoBeputh paboTocnocoOHOCTH, 3auKCHPOBAaTh (PAKT HACTPOWKM TpaBWi (TIOIUTHUK) M UX
paboTOCIOCOOHOCTh CKPUHIIIOTAMHU.

[IpaBuiio 8
OcymecTBUTh BbIIa4y BpeMeHHOro aoctyma (30 MUHYT) KIHMEHTY M0 3a0JIOKHPOBAaHHOTO

CD/DVD mpuBona.

[TpoBeputh paboTOCIOCOOHOCTH, 3a(UKCUPOBATH (PAKT HACTPOWKM MHpaBWi (MOJIUTUK) M UX
paboTocniocoOHOCTh cKpuHIIOTaMU. HeoOxoaumo 3aduKCUpoBaTh OCHOBHBIE IIard BBLAAYM
nocTyna (HampuMmep, BBOJ KOJa).

[IpaBuio 9
Heo0xoaumMo ycTaHOBUTH KOHTPOIb 332 KOMIBIOTEPOM MOTEHIIMAILHOTO HAPYIIUTEINS B CIIydae

UCIIOJIb30BaHUs Opay3epa MyTeM CO3JjaHMsl CHUMKOB 3KpaHa Kax/ple 30 CeKyH]] WK IpU Mepexoe
B Ipyro€e OKHO.

[TpoBeputh paboTOCTIOCOOHOCTH, 3a(HUKCHPOBATh (PAKT HACTPOWKH TpaBWi (MOJIUTHUK) M UX
paboTOCIOCOOHOCTh CKPUHIIOTAMH. Taxke HEOOXOIUM CKPUHILIOT COXPAaHEHHBIX CHUMKOB JKpaHa
B CHCTEME.

[IpaBuino 10
3anperuts nepenauy ¢ainoB qokymeHToB THia PDF Ha cheMHBIE HOCHUTEH WHPOPMAIUN U B

CeTeBbIe KaTaJIOI .
[TpoBepuTh pabOTOCIIOCOOHOCTD JHOOBIM M3 MpaBuil, 3a(UKCUpPOBaTh (aKT HACTPOHMKU MPaBUII
(MOUTHK) U UX pabOTOCIIOCOOHOCTh CKPHHIIIOTAMM.

I'pynmoBble MOJUTUKY JIOMEHA

['pynmoBble NPUMEHSIOTCS TOJBKO Ha KOMIBIOTEp Hapymwurens (violator), JOIKHBI OBITh
CO3/1aHbI B JJOMEHE, HEOOXOAUMO co31aTh WK | OOmMii 0OBEKT IJIs BCEX MOJUTHUK M MPUMEHUTh
€ro K TpyIIe KOMIBIOTEPOB/TIONIb30BaTeNeH (MM K KOHKPETHOMY KOMITBIOTEPY/TIOIB30BATEIIO),
win 110 | 00BEKTY Ha KaXKIyI0 TMOJUTUKY ¥ IPUMEHHUTD UX K TPYIIE KOMITBIOTEPOB/TIOIh30BATENCH
(MM K KOHKPETHOMY KOMIBIOTEPY/TIOJIb30BATEIIO).

3adukcupoBaTh HACTPOMKY TMOJUTHK CKPUHLIOTAMHM, HPU BO3MOXXHOCTH IPOBEPKHU
3a(UKCUPOBATH CKPUHILIOTAMH MIPOBEPKY MOJUTHK (HAIIpUMeEp, 3aIlpeT 3ammycKa).

Ucnonp3oBanne koMrnoneHToB DLP OyneT cuntaThcss HEKOPPEKTHBIM BBITIOJIHEHUEM 3aJIaHUs.

I'pyonosas noiautrka 1
1. HacTpouThs NOTUTHKY MApojeil U OJIOKUPOBKHU:
MakcumanbHbIN CPOK AeHCTBUS naposs: 47 nHeu

2
3. MunHuManbHas JJIMHA TTapoJIsi: 8§ CHMBOJIOB
4. bBroKHpOBKa MOJB30BATENSI IPU HEMPABUILHOM BBOJE MApOJIs: 5



5. BbrnokupoBka y4eTHOI 3anucy mpu BBoAe mapoisi: 20 MUHYT
3ahuKCUPOBATh HACTPONKHU MOJIUTHKU CKPUHIIIOTAMH.

I'pynnosas noautuka 2

OTKITIFOUNTH aHUMALIMIO IEPBOTO BXO/1a B CUCTEMY
3apuKcupoBaTh HACTPOIKU NOJUTHUKU CKPUHILIOTAMH

I'pynmnoBas noauTuka 3

3anpeTuTh MCNOJIb30BAaHHME KOMAHJHOM CTPOKHM (T€pMHHAJIa) IOJb30BATEIEM CTaHAAPTHOMN
MIOJIMTUKOMH 3ampeTa (He ¢ HOMOILBIO CIMCKA, IIPU HAJTHYUH).
3adurcupoBaTh HACTPONKY MOJIUTHKH U BBINOJIHEHHE CKPUHIIOTAMH.

I'pynimoBas moauTuka 4

3aHpeTI/ITB MOJIL30BATEII0 CaMOCTOSTEIIbHBIN 3aIlyCK IMaHCJIN YIIPABJICHU.
3a(l)I/IKCI/IpOBaTL HaCTpOﬁKH IMOJIMTUKHU U BBIIIOJIHCHUC CKPUHIIOTAMMU.

I'pynmoBag moauTHka 5

W3mennts u3o0pakeHue pabodero crosiia TOJB30BATENS TPYNIIOBBIMH  TOJHTHKAMHU.
N300paxxeHre HEOOXOIUMO CO3[aTh CaMOCTOSATENBFHO, JOJDKHO COJAEpKaTh B ceOe Ha3BaHME
xoMnanuu («DemoExamy) TeKCTOM B KapTHHKE.

M3meHeHne N300paKeHUs BpyYHYIO He OY/IeT CUNTAaThCsl KOPPEKTHBIM BBITIOJTHECHUEM 3aIaHUsL.

IIpumep 3agaHus 1EMOHCTPALMOHHOIO 3K3aMeHa NPOPUIBLHOI0 YPOBHS
Onucanue monynst A: «YcCTaHOBKA, KOH(QHUIYpHpPOBAaHHWE M YCTPaHEHUE HEUCIPABHOCTEH B

CUCTEME KOPIOpPaTHMBHOM 3alIUThl OT BHYTPEHHHMX Yrpo3» 3aJaHue BBINOJHAETCS Ha
IIOATOTOBJICHHBIX BUPTYaIbHBIX MALINHAX

KOHTpoJuiep AJomMeHa ¢ noguaTiM DNS u AD, uncrtas cepBepHas cuctema, YUCTasi KIMEHTCKast
cuctema (2 1IT), MpeayCTaHOBJIECHHbIN, HO He HacTpoeHHbli DLP-cepBep (¢ ycraHOBIEHHOI
JIALICH3HUEH ).

B komnanun «Jlemo JIa6» Bo3HMKIA HE0OX0AMMOCTh BHeApeHuss DLP cuctemsbl s stydiien
3alIUThl Pa3pabOTOK M NPEJOTBpALEHHs yTeuek mpoueil uHpopmauumu. Bam HeoOxoanmo
YCTaHOBUTbH U HACTPOUTH KOMIIOHEHTHI CUCTEMbI B COOTBETCTBUU C BbIJAHHBIM 33JIaHUEM.

OCHOBHBIMM KaHaJlaMU [OTEHLIMAJIbHOW YTEUKHM JAHHBIX SIBISIIOTCS 3JIEKTPOHHAsl IouTa U
pa3iInYHbIe UHTEPHET-PECYPCHL, €CIIU HE YKA3aHO UHOE.

CepBepHble KOMIIOHEHTHI YCTaHABJIMBAIOTCS B BUPTYaJIbHOM cpelie, CeTeBble MHTEP(EHCH
HacTtpoeHsl, HO I[P aapeca (w/mmm DNS cepBep) HYKHO Ha3HAYUTh COTJIACHO MPUJIAracMOM
KapTO4Ke.

[lonroroBneHs! cieayone BUPTyaIbHbIE MAIlIMHbI 1Sl ajdbHEUIIEH paOoThI:

* AD u DNS cepsep (KOHTpoOsuIEp 10MEHA)

* DLP cepBep ycTaHOBJIEH (HO HE HACTPOEH), AKTUBUPOBAHA JIMLIEH3US

* BupryanpHas MalnHa 111 yCTAaHOBKH CEPBEPA areHTCKOr0 MOHUTOPHHTA

BupTtyanbHble MalMHbI «HapyLIUTENEH» (2 mT)

B xomnanum pa3BepHYT JAOMEH CO BCEMHU COTpyAHMKamu ¢ ykazaHueM ®OUO, nomkHOCTH U
KOHTaKTOB.

CrouT OTMETHTbH, YTO MMEHa BcexX KommbtoTepoB (hostname) AOMKHBI OBITH YHUKAJIbHBIMU



(TpOBEPUTH U UCTIPABUTH CAMOCTOSITENBHO).

[Ipu BBITIOHEHWU 3aJJaHHI MOYKHO TI0JIh30BATHCS Pa3pelICHHBIMH CIIPABOYHBIME PECypCaMy B
cetn VIHTEpHET U TIOKYMEHTAIMEH Ha KOMIIBIOTEPAX U/MIIA B OOIIIEM CETEBOM KaTajore.

Bce nuctpuOyTHBBI HAXOASTCS B KaTallore, YKa3aHHOM B JIOMOJHUTENLHON KapTOUKe 3aJaHusl.
Bce norunbl, maponu, CeTeBblE HACTPOMKM M TpoYee YKa3aHbl B JOMOJTHHUTEIHHOW KapTOUKe
3aJJaHHS.

B CIydac OTCYTCTBUA H€O6XO)II/IMI)IX JUIA BBIIIOJJHCHUSA 3aJaHUuA JaHHBIX, 06paTI/IT€CI> K
HKCIEPTaM.

Ecnu B 3aJlaHUN YKa3aHO CACJIaTh CKPUHIIOT, HCO6XOI[I/IMO Ha3bIBATh €TI0 10 HOMEPY 3aJaHu,
Hanmpumep: 3aJaHue 5 KONMMPOBAHUE.Jpg, BCE CKPUHIIOTHI U OTUETHI COXPAHAIOTCS Ha pabouwmit
CTON (PU3MUYECKOrO0 KOMIBIOTEpAa B OJWH KAaTalOr WIM JOKYMEHT (BaXXHO COOJIIOIATh
MOCTIeIOBATEILHOCTD 3aJaHHI) WITH TTEPEeAl0OTCs SKCIIEPTaM HHBIM CITIOCOOOM ITO 3a1pocy.

Ilpu co3gaHMM CHUMKOB JKpaHa HEOOXOMUMO JeNaTh JIMOO MOJHBIA CHHUMOK 3KpaHa, JH0o
1enoro okHa. He ctout BeIpe3aTh TONBKO MaJeHbKUN KyCOUYEK (HapuMep, COOOIIEHNE O COOBITHH),
T. K. 3TO He OyAeT SBIAThCS SIBHBIM MOJTBEpKIeHUEM paboThl. Jlomyckaercs mocienyrolee
BBIJICIICHUE PAMKOM, CTPEIIKON HITM HHBIM CTIOCOOOM pe3ylibTaTa paboThI.

Ilpu svinonnenuu mooyns A cmaeamces credyrowue yeu:

1. HacTpoeHHBI! KOHTPOJIIEP JOMEHA.

2. PaGoTtocnocoOHBII cepBep MOHUTOPUHTA CETEBOTO TpaduKa.

3. YcTaHOBICHHBIN U paOOTOCTIOCOOHBIN cepBep areHTCKOr0O MOHUTOPHUHTA.

4. YcTaHOBNIEHHBIE U paOOTOCIIOCOOHBIE ar€HThl MOHUTOPUHIA HAa KIIMEHTCKUX YCTPOMCTBaxX

5. HacTpoeHHBIN KOMIIOHEHT KOHTPOJIL CETEBBIX XPaHUIIUILI.

6. CreHepupoBaHHbIe CepTUPHUKATH 0€30MaCHOCTH. Y CTAHOBJICHHBIE HA CEpBEp MOHUTOPUHTA
ceTeBoro Tpaduka.

Ilpu svinonnenuu 0annoz2o mooyasa A cmassames credyrowue 3a0auu.

3agaya 1: Hacrpoiika KOHTpOJLJIepa 10MeHa

Jlnis ynobcTBa paboThl peKOMEHIyeTcsl co3AaTh mojpasnencHue “Test” B KOpPHEBOM Karajore
ocHacTku “Ilonp3oBaTenu u komneloTepsl” AD cepBepa.

BuyTtpu co3gannoro mnompasaencHust “Test” He0OXOAUMO €O3/1aTh U HACTPOUTH CIIEAYIOIINX
JIOMEHHBIX I0JIb30BaTENIEN ¢ COOTBETCTBYIOIIMMHU IIPABAMM:

Jlorun: userl, maponb: xxXX1234, npaBa mnonb3oBaTens goMmeHa Jlorus: user2, maposib:
xxXX1234, mnpaBa moas3oBarens gomeHa JlormH: adminl, mapons: xxXX1234, mpaBa
agMHUHHUCTpaTopa 1oMeHa Jlorun: user3, maponb: xxXX1234, npaBa nmons3oBaTens qoMeHa Jlorux:
user4, maponb: xxXX 1234, npaBa moiap30BaTess J0MeHa

3agauya 2: Hacrpoiika DLP cepepa DLP-cepBep KOHTpOJIsI ceTeBOro Tpaduka yixe
NPeAyCTAHOBJIEH, HO He HACTPOEH.

Heobxoaumo cHHXpOHU3UPOBAThH KaTajor MoJib3oBaTeneil u kommnbioTepoB LDAP ¢ nomena ¢
MIOMOIIbIO paHEe CO3/1aHHOTO T0JIb30BaTENA userd.

Jns BXoja B BeO-KOHCOJb HEOOXOJMMO HACTPOUTHh HCIOJIB30BAHHUE paHEE CO3JaHHOTO
MoJIb30BaTeNsl  JIOMEHa user3 ¢ TOJHBIMH TpaBamMu  odwuiepa Oe3omacHOCTH M Ha
aJIMAHUCTPUPOBAHUE CUCTEMBI, IOJIHBIA JOCTYI Ha BCE 00JIACTH BUIMMOCTH.

3anumute [P-agpeca, TOKeH, JOrMHBI M MApojd OT YYETHBIX 3alMCEl, a TakKe BCE Mpoyuue
HECTaH/JapTHbIE JaHHbIE (M3MEHEHHbIE BaMM) Balleil CUCTEMBbI B TEKCTOBOM (ailyie «oTueT.txt» Ha



pa6oqu CTOJIC KOMIIBIOTEpA.

3amaua 3: YcTaHOBKa M HACTPOIKA cepBepa areHTCKOro MOHUTOPUHIa

HeoOxonumo BBecTH cepBep B JOMEH, IMOCIE Mepe3arpy3kd BOWTH B CHCTEMY OT paHee
co3MaHHOTO mojib3oBaTens adminl (Baxno). [locrme BXxoma B cucteMy HEOOXOAMMO MEPEMECTUTH
BBEJICHHBIN B JIOMEH KOMITBIOTEP B paHee CO3JJaHHOE Mojipa3aesicHue “Test” Ha JoMeHe.

VYcranoButh  6asymanabix  PostgreSQLunm  GyHKIMOHANBHBIM — aHaIOr C  MapoJieM
cymnepronb3zoBarens xxXX1234.

VYcTaHOBUTH  CepBEp AareHTCKOro MOHUTOPMHIa C [apaMeTpamMud IO  YMOJIYAHUIO,
MOJIKJTFOYMBIINCH K paHee co3nanHou b/I.

[Ipun ycTaHOBKE cepBepa areHTCKOr0 MOHHTOPHUHTA HEOOXOJMMO YCTAaHOBUTH COEIWHEHHE C
DLP-cepeepom mo I[P-ampecy u TOKeHy, HO MOXHO CHeJaTh 3TO M TOCIE yCTaHOBKH. [Ipum
YCTaHOBKE HACTPOUTH JIOKAJILHOTO TIOJB30BaTENsl KOHCONHM ympasieHus: officer ¢ maponem
XXXX1234

CHUHXpOHM3UPOBATh KaTaJoOl IMOJb30BaTeleil M KOMIBIOTEpOB C Active Directory wumm
(YHKIIMOHATBHBIM aHAJIOTOM.

[Tocne cuHXpOHU3AIMK HACTPOUTH OECHApOJbHBIN BXOJlI B KOHCOJIb YIIPABIEHHUsS OT paHee
CO3/IaHHOTO JIOMEHHOTO TOJb30BaTess adminl, YCTaHOBUTh TOJHBIA JIOCTYI K CHCTEME,
YCTaHOBUTH BCE 00JIACTU BUANMOCTH.

[TpoBepuTh paboTOCIIOCOOHOCTH BXO/Aa B KOHCOJIb YIIpaBjeHuUs1 Oe3 BBo1a rmaposis. Eciau cepBep
HE BBEJICH B JIOMCH WJIM pabOTaET OT JPYroro Mmojb30BaTelis, JaHHas OMIus padboTaTh HE OY/IeT.

3agaua 4: YcTaHOBKA areHTa MOHUTOPUHIA HA MALIMHE HAPYIIUTEs

HeoOxoauMo BBeCTH KIMEHTCKYIO MallMHy | B JOMEH, MOCJE Tepe3arpy3ku BOUTH B CUCTEMY
OT paHee CO3aHHOTO MOJIb30BaTes userl.

HeoOxoaumo BBeCTH KIMEHTCKYIO MAIIMHY 2 B JJOMEH, MOCJE Mepe3arpy3Ku BOWTH B CUCTEMY
OT paHee CO3aHHOTO IMOJIb30BATENS user?.

[Tocne Bxoma B cucTeMy HEOOXOAMMO MEPEMECTUTh BEJIEHHBIE B JIOMEH KOMITBIOTEPHI B PaHEe
co3nanHoe noapaszaenenue “Test” Ha qomeHe.

Y CTaHOBHUTH areHT MOHUTOPUHT A

Ha mammuy 1 ¢ moOMOmIpI0 3a/ladu TIEPBHYHOTO PACHPOCTPAHCHHUS C CEpBEpa areHTCKOTrO
MOHHUTOPHHTA.

Ha mammny 2 ¢ moMoIbpko rpynnoBbIX MOJIUTHK JTOMEHA.

HeoOxomumo co3naBaTh OTHENbHBIE OOBEKTHI TPYMIOBBIX MOJUTHK Ha Kaxaoe 3anavya H
JeNaTh CHUMKH dKpaHa Ui OATBEP)KICHHUS CO3aHMUs M BBITIOJTHEHUS TTOJIUTHK.

Py4ynas ycraHOBKa ¢ NOMOIIBIO IEPEHOCA HA MAIIMHY HApYyIIHTENs IAKeTa YCTAHOBKHU
ABJIICTCA HCKOPPCKTHBIM BLITTIOJITHCHUCM 3aJIaHUA

3agaua S: YcraHOBKa M HACTPOMKA MOACHCTEMbl CKAHUPOBAHUS CeTEBbIX PECYPCOB.

HeoOxoaumMo ycTaHOBUTH M HACTPOUTH IOJACHUCTEMY CKAaHUPOBAaHHUS CETEBBIX PECYpCOB Ha
CEpBEp C YCTAaHOBJIEHHBIM CEPBEPOM areHTCKOr0 MOHUTOPUHIA ¢ HACTPOMKAMU 0 YMOIYAHUIO.

Heo6xonumo co3nate o0muii karanor Test B KOpHE AMCKAa cepBepa W YCTAaHOBUTH IpaBa
JI0CTYTIa Ha 3aIIUCh U YTEHHE JIJIS BCEX MOJIb30BATENEH JOMEHA.

Heo0OxoaumMo HacTpouTh MOACHCTEMY CKaHHUPOBAHUS CETEBBIX PECYPCOB Ha aBTOMAaTHYECKOE
€XeJIHEBHOE CKaHHPOBAHME TOJBKO paHee CO3/1aHHOro Karajora. Jlyis paboThl MOJCUCTEMBI MOXKET
noTpedoBaThCA penaKTUpOBaHUSA KOH(UT'ypallMOHHBIX ¢aiinos (st YCTpaHEHMS



MPEAYIPEXKICHHUS ).

3anaua 6: [IpoBepka paboTOCNIOCOOHOCTH CHCTEMBI

HeobxonuMo co37aTh NpPOBEPOUYHYIO TMOJUTHKY Ha TPABWIO Iepelayd, KOMMPOBaHUS,
xpaHeHuss u Oydepa oOmeHa (mnu pa®OThl B NPUIOKEHHUSX), Bce 4 BapuaHTa cpabaThIBaHUS
COOBITUM I JaHHBIX, COAEPXKAIIMX HEKUH TEpPMHUH, YCTAaHOBUTb YPOBEHb YIpO3bl JUId BCEX
COOBITHH, 1OOABUThH TET.

[IpoBeputh cpabOaTbiBaHHME BCEMH UETBIPbMS BO3MOXHBIMU crocoOaMu  (mepenay,
KONMPOBaHUS, XpaHeHUs: U Oydepa oOMeHa, XOTs Obl | coObITHE HA Ka)Iblii THM) C ITOMOUIBIO
BUPTYaJbHON MAIIMHbI HAPYIIUTENS | ¢ yCTAaHOBJICHHBIM areHTOM.

Cnenath 0HY BBIOOPKY, B KOTOPOH OYAET OTOOPaXKeHO TOJIBKO MO OJJHOMY COOBITHIO KaXKIOTO
THUTIAa, HACTPOUB KOHCTPYKTOP BHIOOPKH BPYUHYIO.

3aduKcUpoBaTh BBITIOJIHEHUE CKPUHIIOTOM BBIMOJHEHHOH BBIOOPKM WJIM KOHCTPYKTOpa
BBIOODKH.

3agaya 7: 3amuTa cMCTeMbI € IOMOUIbIO cepTH(PUKATOB

Coznmaiite nepeBo ceprudukaroB ¢opmara PKCS gns  3amutel  BeOG-coemMHEHHS C
DLPcepBepom mo mportokory HTTPS. Ceprudukar u uCHONb3yeMBId KIIOY  JOJDKEH
YIOBIETBOPSATH OOLIETIPUHSATHIM Ha CETO/HS CTaHapTaM U TpeOOBaHUAM, TapaMeTphl cepTudukara
JOJKHBI COOTBETCTBOBATH aTpUOyTaM KOMIAHMU. YTWINTa JUIsl CO3JaHus cepTH(dUkata — Ha
BBIOOp yYaCTHHMKA W3 JOCTYIHBIX B OIEPAIMOHHBIX CHCTEMaxX M JUCTpuOyTHBax (openssl wim
aHAJIOTH).

JlepeBo cepTu(UKaTOB JOJDKHO BKIIIOYATh: 1. KOPHEBOI root-cepTudukar (ca)

2. cepBepHBIii (server) cepTuukar

3. MO JKEeJIaHUIO JIONYCKAaeTCs HCIOJIb30BaHUE II0Jb30BATEIBCKOIO M IPOMEKYTOUHOIO
ceptuduxaTa

[Monst ceprudrkara 3anOTHIIOTCS IO BapUaHTaM 33 JaHHA.

Ilocne renepauuu cepTU(PUKATOB HEOOXOAMMO YCTAaHOBUTH CEPBEPHBIA cepTH(UKAT Ha BeO-
cepBep DLP-cuctemsl, a Takke yCTAHOBUTh KOPHEBOW cepTU(UKAT KaK JOBEPEHHBIH B KOHTPOJLIEP
JIOMEHa JJIsl UCII0JIb30BAaHUS HA BCEX KOMITBIOTEPAX B CETH JJIS JOBEPEHHOTO MOJKIIOUEHUs K BeO-
koHconu DLP-cuctemsl ypoBHS CETH.

Hmoezoewiti pezynvmam 00diCeH 8KAOUAMD.

JlepeBo u3 2-3 ceprudukaros, ymakoBaHHbIX B makeT PKCS (.p12), a Takxe npeacTaBieHHbIC B
BHUJIC OTIETBHBIX (alIOB KIOUYEH CepTU(PUKATOB, pACIONIOKEHHBIX Ha pabdoueM CToJe.
CopepxuMoe KOMaHJ IO IeHepaluu Kio4ed U cepTu(UKAaTOB B TEKCTOBOM (ailie Ha pabouem
CTOJIE C KOMMEHTapUSIMH.

CKpHUHILIOTHI YCHEIIHOrO MOJAKIOYeHUs: K KoHcomu cepBepa DLP 6e3 ommbok ceprudukara,
CKPHUHILIOTHI OKOH MPOCMOTpa cepTHU(UKaTa B CUCTEME C MOMOIIbI0 OCHACTKU «CepTH(UKAThD»
oTepaMoHHON cucTeMbl (BKiIaaku «Oommey, «[1yTs ceprudukammm).

Onucanne monyns E: «TexHOJIOrMM 3alMThl y37la U areHTCKOr0 MOHMUTOPUHIA» 3a/laHus
BBITOJIHSIOTCS TOJIBKO C MTOMOIIBI0 KOMIOHEHTOB DLP cucTeMbl niy rpynnoBbIX MOJUTHK (YKa3aHO
B 3a7aHuu). Bce cuenapum 3amaHuil (rIe NPUMEHHMO) HEOOXOIUMO BOCIPOU3BECTH U
3a(UKCUPOBATH PE3YNbTaT.

HaspiBaiiTe coznanHble BaMU pa3ieibl/IOJUTUKU/TPYINBI U T. 1. B COOTBETCTBUH C 3aJaHUEM,
Hanpumep, «I[lonmutuka 1» unu «lIpaBuno 1.2» u T. A., MHaYe NMpOBEpKa 3aJaHUN MOXKET ObITh



HEBO3MOXKHA. BbITIONHEHUE OTIEIBHBIX 3aJaHU HEOOXOAMMO MOATBEPAUTH CKPHHIIOTOM (ITO
BCET/Ia YKA3bIBAETCS OT/EIBHO).

IIpu evinonnenuu mooyas E cmaeames ciedyowue yenu:

1. Hactpoiika cepBepa areHTCKOr0O MOHUTOPHHTA JIJIsl IPABHIBHON paOOThI CHCTEMBI.

2. Pa3paboTka MOJUTUK U MPaBUJI 0E30MACHOCTH, MPEAOTBPAIIAOIINX YTEUYKA HUIH TOTMBITKY
HCIIOJIb30BaHMUS YCTPOMCTB H CEPBUCOB T0JIH30BATEISIMH.

3. Pa3zpaboTka rpymnmoBbIX MOJTUTHK JOMEHA JJI OTPAaHUYEHUS MOIh30BATEILCKUX JCHCTBUM.

4. IIpoBepka pabOTOCTIOCOOHOCTH TOTUTHK U MPABUI 0€30MACHOCTH.

Ilpu svinoanenuu mooyns E cmaeamces caedyrowue 3aoauu.

3agaua 1

HeoOxoaumo co3nath 2 HOBBIX rpymnnbl KoMibloTepoB: «Testl» n «Test2y, a Takxe co3gars 2
HOBbIX mMoiuTUKU: «Testl» u «Test2». Kaxnas U3 MONUTHK IOJKHA HPUMEHSTHCS TOJIBKO Ha
cooTBeTcTBYytoUMe rpynmnbl. Komnbiorep 1 Heo6xonumo nepenectu B Testl, a komnbiotep 2 — B
Test2.

3aUKCUPOBATH BBHITTOJTHEHUE CKPUHIIIOTOM.

3agaua 2

Jlnst ymobctBa paboThl oduiiepa 0€30MaCHOCTH HEOOXOIUMO YCTAaHOBUTH JIOMOJIHUTEIBHYIO
KOHCOJIb YIIPaBJIEHHUS CEPBEPOM areHTCKOr0 MOHUTOPHHIA Ha APYTIYyI0 MAIIUHY ISl YAQUICHHOTO
JOCTYIA K CEpBEPY areHTCKOr0 MOHUTOPHUHTA.

3agaya 3: paspadoraTh mNpaBWJa areHTCKOro MoHutopuHra. Cieayommue npaBHiIa
co3narorcs B noautuke «Testl».

[IpaBuiio 1

Heo6xonumo 3anpeTuts monbs3oBatbest Microsoft Paint, Tak Kak y9acTHIIUCH CITy4dau TOJIEIKH
nevaTeil KOMIaHuH.

[IpoBepuTh paboTOCIIOCOOHOCTH M 3a()UKCUPOBATH BBHITIOIHEHUE CKPUHIIOTOM.

[IpaBuiio 2

HeoOxomuMo 3ampeTHTh CO34aHWE CHUMKOB OJKpaHa B TaOJNMYHBIX MpoIeccopax s
MPEOTBPAICHHUS YTEUKH CEKPETHBIX pacueToB U 0a3 TaHHBIX.

[IpoBepuTh paboTOCTIOCOOHOCTH M 3a()UKCUPOBATH BHITIOTHEHUE CKPUHIIIOTOM.

[IpaBuio 3

OrpaHu4uTh JOCTYI K ONPEENICHHBIM OOJIauyHbIM XpaHWIUILAM (1o BapuaHTam). IIpoBeputs
paboTOCIIOCOOHOCTH U 3a(PUKCUPOBATH BBITIOJHEHNE

[IpaBumo 4

Heo06xo011uMo 3anpeTuTs neyaTh Ha CETEBBIX IPUHTEPAX.

3aukcupoBaTh CO3aHNE MOJIUTUKU CKPUHIIOTOM.

IIpaBumiio 5

HeoOxoaumo 3anpeTuts 3anuch (aiyioB Ha onpeieIeHHbIe HOCUTENN HH(OPMAIIUK, [TPU 3TOM
OCTaBUTh BO3MOKHOCTh CUMTHIBAHUS WH(POPMAIIHH.

[IpoBepuTh paboTOCIOCOOHOCTH M 3a(UKCUPOBATH BHIIOJIHEHNE

[IpaBuio 6

C yderoM paHee CO3JaHHOW OJIOKMPOBKM HEOOXOJUMO pa3pelIuTh HCIOJIb30BAaHUE
JOBEPEHHOTO HOCHUTEISI HHPOPMALINH.



[TpoBeputh paboTOCTIOCOOHOCTH U 3a(UKCUPOBATH BHITIOJTHEHHE

[IpaBuiio 7

[ToHOCTBIO 3aMPETUTH UCTIOJIB30BAHUE OTPEIETICHHOTO YCTPOMCTBA MIJIs TTOJIH30BATEIIS.

[TpoBepuTh pabOTOCTIOCOOHOCTH U 3aPUKCUPOBATH BBHIITOJIHEHUE

[IpaBuio 8

C ydeToM paHee BBIMOJHEHHOTO 3arpeTa He0OX0AUMO MPEJIOCTAaBUTh BPEMEHHBIN JHOCTYI IS
OTIPEJIETICHHOTO YCTPOUCTBA HE OMPEACICHHOE BPEMS JIJIs TIOJIb30BaTEIA.

3auKCHPOBATh ATAIBI BBIJAYH JJOCTYIA H PAOOTOCIIOCOOHOCTh CKPUHIIIOTAMH.

3agaua 4: pazpadoraTh NpaBWJIa areHTCKOro Mouutopunra. Crenymomue npabBujia
€031aK0TCA B moJMTuKe «Test2y.

[IpaBumiio 9

HeoOxoaumMo mocTaBuTh Ha KOHTPONb Oydep obmena B OGmokHoTe U notepad++. [IpoBeputs
3aHeceHne HeCKONbKUX coObITit B WEB-KOHCOIB.

[TpoBepuTh paboTOCTIOCOOHOCTH U 3a(PUKCUPOBATH BHIMOJIHEHUE CKPUHIIIOTOM.

[IpaBuio 10

Heob6xoaumo 3ampeTuTh UCIOIb30BaTh TEPMUHAIIBHBIE CECCUUIISI TIOTB30BATEIIS.

[IpoBepuTh paboTOCIOCOOHOCTH U 3a(PUKCUPOBATH BBIIIOJIHEHUE

[IpaBuyo 11

Heo0OxoaumMo yCTaHOBUTH KOHTPOJb 32 KOMIBIOTEPOM MOTEHIMATBHOTO HAPYIIUTENS MyTeM
CO3/1aHUS CHUMKOB 3KpaHa KaxkJple 60 CeKyH]l WM [IPU CMEHE OKHa.

[IpoBeputh paboTOCIOCOOHOCTH U 3aPUKCUPOBATH BBIITOJIHEHUE

[IpaBuio 12

3anperuTh nepenady GaiaoB OnpeeIeHHOrO TUTA HA CheMHBIE HOCUTETN MHPOPMAIUH WU B
CETEBOE PaCIOIOKEHHE.

[IpoBepuTh paboTOCTIOCOOHOCTH U 3APUKCUPOBATH BBIITOJIHEHUE

3anaua 5: pa3padoraTh U NPUMEHUTH IPYNIOBbIE MOJUTHKH JI0OMEHA.

['pymnnoBbie IPUMEHSIOTCS TOIBKO HAa KOMIBIOTEP 2, TOJIKHBI OBITh CO3JJaHbI B IOMEHE.

3adukcupoBaTh HACTPOWKY TMOJUTHK CKPUHIIOTAMH, TPU BO3MOXKHOCTU TMPOBEPKHU
3a(UKCUPOBATh CKPUHILIOTAMHU [TPOBEPKY MOJIUTUK (HAIIPUMED, 3allpeT 3amycKa).

I'pyrimoBag nmonuTuka 1

Hactpouth momuTuky maponeil u OJOKHUpOBKH: MaKCUMaJdbHBIM CPOK JCHCTBUS Maposis,
MunumaneHas mivHa napods, CioxHOCTh napoiisi, bJIoKkupoBKa y4eTHOM 3alMUCH IIPU HEBEPHOM
BBOJIE MapoJIsl.

3aduKcUpOBaTh HACTPONKU OTUTHKU CKPUHIIIOTAMH.

['pynmnoBas noauTuka 2
3anpeTuTh 3amycK NPHIOKEHUH 10 CNHUCKy (MO BapuaHTaMm 3agaHus). 3aduKCHpPOBATH

HaCTpOfIKH IOJIMTUKHU U BBITTIOJIHCHUC CKPUHINOTAMM.

I'pynnosas monutnka 3
3anpeTUTh UCIIOIH30BAHHUE YJIEMEHTOB CUCTEMbI CTAHIAPTHBIMU MOJUTHKAMH.

33(1)I/IKCI/Ip0BaTB H&CTpOfIKH IMOJIMTUKHU U BBINIOJIHCHUC CKPUHIIOTaAMMU.



I'pynnosast monuruka 4

3anpeTuTh MOJIb30BATENI0 CAMOCTOSITEIbHO MEHSATH IMapaMeTpbl CHCTEMbI (110 BapHaHTaM
3a/IaHMs).
3aduKcupoBaTh HACTPONKY MOJUTHKYU M BBHITTOIHEHUE CKPUHIIIOTAMHU.

I'pynimoBag monuTHka 5

HacTtpouths nomosHUTENbHBIE HapaMeTpbl CUCTEMBI, KOTOPBIE JIOJKHBI NPUMEHSATHCS JIs
I10JIb30BaTENs WM KOMIIbIOTEpa (110 BapHaHTaM 3aJlaHusl).
3adukcupoBaTh HACTPONKH MOJUTHKHU U BBIMOJIHEHHE CKPUHILIOTAMH.

Onucanue mooyna C: «Paspabomka nonumuk 0e3onacHocmu 6 cucmeme KOPHOPAMUEHOU
3auumol UHGOpMayUU OM GHYMPEHHUX Y2PO3)»

Co3pmaiite B DLP-cucteme mNOMUTHKM O€30MAaCHOCTH COTJACHO HUKETEPEUHCICHHBIM
3agaHuAM. [IONMUTUKU MOJKHBI aBTOMATHYECKH OJIOKMpOBaTh TpaduK W/WIKM TPEAyNpexIaTb O
HapylIeHUH B COOTBETCTBUHU C 3agaHueM. Croco0, KOTOpBIM CO37jaHa KOPPEKTHas IOJIMTHKA,
OCTaBJICH HA YCMOTPEHHUE CaMOTr'0 3K3aMEHYEMOTO.

[Ipu BeIABNEHUN ysa3BUMOCTH DLP-cucrema nomkHA aBTOMATHMYECKH YCTAHABIMBATH YPOBEHb
yIrpo3bl B COOTBETCTBUHM C 3ajaHueM. Ilocime co3maHus BceX MOJUTHUK MOXKET OBITh 3aIlylleH
aBTOMAaTHYECKUI «reHepaTop TpaduKa», KOTOPbIM MepenacT MOTOK JAHHBIX, COAEPXKAIIMX Kak
YTEUKH, TaK U JIEraJbHYI0 HH()OpMaLHIO.

IIpu npaBuIbHON HACTPOMKE MOIUTUKU JOJKHBI aBTOMaTUYECKHU BBISIBUTH (MM OJIOKHPOBATh)
¥ MapKHpOBATh MHIMIEHTHI Oe3omacHocTH. He MommKHO OBITh TOKHBIX cpabaTeiBanuii. He momxuao
OBITh HEMPABUIIBHOM MapKUPOBKH. J{OJKHBI OBITH BBISIBIIEHBI BCE MHIUACHTHI O€30MaCHOCTH.

JUisi HEKOTOPBIX TMOJIUTHUK MOTYT IOHAJO0OUTHCS JOMOJHHUTENbHbIE (ailfibl, pacroyioKeHue
KOTOPBIX MOYKHO y3HATh U3 KaPTOUKH 3aJaHus WK y DKCIEPTOB.

BhimonHeHne OTHENbHBIX 3aJaHMi HEOOXOAMMO MOATBEPAMTH CKPUHIIOTOM (3TO Bceraa
YKa3bIBaeTCs OTAENbHO). CKPUHIIOTHI HEOOX0AMMO COXpaHUTh B manke «Moyib 3».

CKpHUHIIOTHI HEOOXOIMMO Ha3blBaTh B COOTBETCTBUHM C HOMEPOM 3aJaHUS M THIIOM 3aJlaHHs
(Hanpumep, Ilonutuka 2, 3ananue 1-1 u . 1.)

3agaHus Ha pa3pabOTKy MOJUTHK MOXKHO BBIMOJIHATE B JII0OOM mopsike. Hanbonee cioxxHble
MOJINTUKU HaXOJASTCS B KOHLIE.

[Ipu pa3paboTKe MONUTHK CTOUT YYUTHIBATh, YTO BCE MOJIUTUKU TpadrKa MOTYT IepeaaBaThCs
Kak 4epe3 BeO-COOOIIeHNs, TaK U Yepe3 MoYToBble cooluieHus. B ciydae, eciau JaHHBIA MyHKT HE
COOJIIOJIEH, TO IPOBEPKA 3aJJaHUN MOXKET ObITh HEBO3MOXKHOIA.

Crnucku COTPYIHHMKOB, 3aHMMAEMBbIC ITO3ULIUH W OTACIbl COTPYJHUKOB IIPEACTABICHBI B
pazaene «Ilepconb» no pesynbratam LDAP-cunxpoHn3anmm.

Crucox Teros AJs NOJUTHK:

Ilomutuka 1, Ilonutuka 2, [lonmuTuka 3, ...

IIpu svinoanenuu mooyas C cmagamces ciedyroujue yeuu:

1. Hactpoutp cucteMy MNpeAoTBpallleHus yTedeK Ui NPaBWIBHOTO ()YHKIIMOHUPOBAHUS
HOJUTUK 0€30MaCHOCTH.

2. TlpousBecTH HACTPOHKY TEXHOJOTHH, HCHOJb3yeMBIX B MOJUTHKaX O€30MacHOCTH, a
MMEHHO: JIMHI'BUCTUYECKMH aHajau3, pEryIsIpHble BBIPAXKEHUS, OSTAJIOHHbIE JIOKYMEHTHI,
rpaduueckre o0BEKThI, BRITPY3KHU U3 0a3 TaHHBIX.

3. IlpousBecT BepHYI0 HACTPOWKY OOBEKTOB 3alllUThl, BEPHO BBICTPOUTH JIOTUKY



cpabaTbIBaHMS.

4. Pa3zpaboTaTh NOJUTHKU 0€30MaCHOCTHU JUIsl KOPPEKTHOTO cpaldaThIBaHMs MOJIUTUK, YKa3aTh
HaIpaBJICHUs NIEpeadyH, YPOBEHb HAPYLIEHUHN, BEPAUKTHI, TETH.

5. Ilpou3BecTu MpOBEPKY pabOTOCIIOCOOHOCTH MOTUTHK.

IIpu svinoanenuu mooyns C cmasamest credyrowjue 3a0ayiL.

3anaua 1.1

Heo0xoauMo BBIKITIOYHTH WM yJAIWTh CTAHAAPTHBIC TOJUTHKU M OTKIIFOUUTH CTaHIAPTHHIC
KaTaJIord OOBEKTOB 3AIUTHI.

3agauva 1.2

Co3znaiite TOKaIbHYIO TPYIIY MOJIb30BaTENeH U J00aBbTE B HEE MMOJIb30BaTEIIEH.

3agayga 1.3

Cosznath circok BeO-pecypcoB. J100aBUTH B CIUCOK CIEAYIONTNE cailThl: Site.ru, domain.com,

3agaua 1.4

s paboThl CHUCTEMBI HEOOXOJUMO HACTPOUTH MEepUMETp KoMmmaHuu: [loyToBBI HOMEH,
CIIHCOK BeO pecypcoB, rpyIia MepcoH, UCKITFOUNTh U3 MepexBara.

3agaya 2

JUis KOHTpOJISL 32 JIBUXKEHHUEM JOKYMEHTOB HEOOXOJUMO BECTH HaOIo/eHHe 3a Iepenayei
maboHa TOKYMEHTa 3a Inpejenbl KoMnaHuu. CTOUT ydecTb, YTO COAEPKHUMOE JOKYMEHTa MOXKET
U3MEHSATBCS B IIpeJieslaX ONPeIeIEHHOIO YPOBHSI.

Bepaukr: paspemmts YpoBeHb HapyiieHus: Hu3kui Ter: 3amava 2

3amaua 3

VY reHepanbHOro AMPEKTOpa KOMIAHUM HEJABHO IMOSIBUJICS KOTHK M €ro (JOTO YTEKJIO B CETb
KoMmraHuu. Ternepb COTPYTHIUKN OOMEHHBAIOTCS CMEIIHBIMUA KAPTHHKAMH C TTOJITUCSIMA M MaCKaMu
BHYTPH KOMITAHMHM W BBIKJIAJBIBAIOT WX B COLMAIbHBIC CETH. /IMpEeKTOp pemIuii, 9To ero KOTHK
BbI3BAJI CHIKEHHE KauecTBa pabOThl COTPYIHUKOB M3-3a MOBBIIIEHHONH MUJIOTBHI KAPTUHOK M XOYET
3arpeTuTh oOMeH ¢ororpadueit kotuka. Heobxomumo 3anpetuts oOMeH (oTorpadueit 1 HEMHOTO
W3MEHEHHOU doTorpadueii KOTHUKa.

Bepauxkr: O10kupoBaTh YpOBEHb HAPYILICHUS: HU3KHM

3amgaua 4

HeoOxoauMo oTcieXuBaTh TOKYMEHTBI, COJAEpKaIINe MeYyaTh KOMIAHUM BCEM COTPYIHUKAM,
KpoMe oTAena (10 BapuaHTaM) W OMNPEACNICHHOTO coTpyAaHuka. OHM MOTyT OOMEHUBATHCS
JOKYMEHTaMH BHYTPH H 32 TIpe/IelaMi KOMIaHHH 0€3 KOHTPOJIS.

Bepaukr: paspemuts YpoBeHb HAPYLICHUS: HU3KUN

3agaua 5

B nocnennee Bpemsi BO3HHMKJIA HEOOXOAMMOCTH OOpaOOTKM TEKCTOBBIX JTAHHBIX, a TaKXke
CKaHOB U (H)OTO KpeAUTHHIX KapT. HeoOXoaIuMo oTCleKuBaTh nepeaavdy BCeX BO3MOMXHBIX JaHHBIX
KpPEJIUTHBIX KapT (B TOM YMCII€ CKAHOB) 3a MPeeIbl KOMIIAaHUH.

Bepaukr: paspemmrs

VYposens HapymeHusi: cpeaauit Ter: 3agada 5

3amaua 6



CoTpynHUKH 3amoOJ03peHBl B CiMBe 0a3 JaHHBIX KIHEHTOB. HeoOXoammo HacTpouTh
MOHHUTOPHUHT BBITPY30K M3 BJl /s KOHTpossl NBUMXKEHHsI JAHHBIX K3 0a3bl JAHHBIX CTPAXOBBIX
KOMIIaHUH TOJBKO MpPU OTIPABKE U3 OMPEAEIIEHHOTO OTAENA, AJIl OCTAJIbHBIX KOHTPOJIMPOBATh HE
HY>KHO.

KpuTuuHbIMM J@aHHBIMH B BBITPY3KE SBISIOTCS OIpPEAENICHHbIE MOJs U B | JOKyMEHTe
npUcyTCcTBYeT Oosiee 1 cTpouku. [yt HaCTpOMKK UCTIONIB3YITE (haiii mpumMepa.

Bepaukr: paspemnts

VYposens Hapyuienusi: cpeanuit Ter: 3agada 6

3apaua 7

Hexkas koMmnanus nonpocusiia 00€CeunTh 3aIUTY OT YTeUKU BaXKHBIX JaHHBIX.

HeoOxoaumo co3iath MONMUTUKY HAa KOHTPOJIb MIPAaBUJIA MIEPEIAYU COIEPIKALLIUE CI0BA «OJUH,
«IBa», «Tpu» B 1 COOOIIEHNU WIN JOKYMEHTE OJHOBpPEMEHHO. EciM B IOKyMEHTE BCTpEuYaeTCs
TOJIBKO 10 | CJIOBY M3 MepeUyrCIeHHbIX —3ajlaua cpabaThiBaTh HE JOJDKHA.

[IpaBuno nomkHO cpabaTeiBaTh HAa COOOLICHMS, KOTOpPbIE OTIPABISAIOTCS 3a IpeJelbl
KOMITAHUM BCEMH IIOJIb30BATEISIMU, KPOME OIPEIEICHHOTO OTAENA, KOTOPBIA MOXKET OTChUIATH
nH(pOpMaIK0 CBOOOIHO.

Bepaukr: paspemuts

VYposens HapyueHusi: cpeauuit Ter: 3agaua 7

3agaua 8

I[J'IH MOHHUTOPHHTA ABWKXCHUA AHKCT HCO6XOI[I/IMO BECTHU H&6J’IIO[[CHI/I€ 3a aHKE€TaMU KOMITaHUHN
3a mpeaenbl KOMIAHUM, 3amperias o0y BHEIIHIOW Iepeaady JOKYMEHTOB B IYCTHIX U
3aIOTHEHHBIX OJIaHKaX.

['enepanbHBIE TUPEKTOP U COBET JUPEKTOPOB MOT'YT OOMEHHMBAThCS HaHHOW HH(oOpmarueit
COBEPIIIEHHO CBOOOIHO. BepaukT: pa3zpemmts YpoBeHb HapymieHus: cpeauuit Ter: 3agada 8

3amaua 9

[Tonb3oBaTeny cTaal 4acTo OOMEHHUBATHCS CCHUIKAMHU U (haiijlamMu, B CBS3U C 9TUM HEOOXOUMO
OJIOKMpOBaTh Mepenavy (a rae 5T0 HEBO3MOXKHO — IMPOCTO KOHTPOJIUPOBaTh) (aiiyos, Hampumep,
dbopmaTta.mp4 U CCHUIOK OIpPEACIICHHOT0 (opMaTa (COACPKUT YHUKAIBHYIO IMOCIEI0BATEIHHOCTD,
Hanpumep, urlname). JIoHBIX cpabaThIBaHUN OBITH HE JTOJIKHO.

Bepaukr: 3a610kupoBath YpoBeHb HapylIeHus: cpennuii Ter: 3amaya 9

3agaua 10

Bbuto 3ameuyeHo, YTO COTPYAHHKH KOMIIAHWM CTajd II0JIydaTh MHOKECTBO PEKJIAMHBIX
COOOIIEHUH DJICKTPOHHOW IMOYTHI, W3-32 YEro BO3HHUKJIA HEOOXOAMMOCTh OTCIICAWTH YTEUKy 0a3
email axpecoB COTpyIHUKOB. B cBs3u ¢ O3TUM HEOOXOAMMO JETEKTUPOBATH COOOIICHHUS,
coJieprKallie aapeca AMEKTPOHHON MOYTHI.

BaxxHo, 4TOOBI B OJJHOM COOOIICHUH COJEPKAIIOCh MUHUMYM 2 anpeca (T. K. B TIPOTUBHOM
ciydae OyayT AETEeKTUPOBATHCS BCE MOYTOBbIE COOOLIEHMS)!

Bo3MoOXHBIE TOMEHBI IIEPBOTO YPOBHS: ru, Org U Ipodue. J[eTeKTUpPOBAHHE TOJIBKO 4acTeH
aapecoB (Hampumep, (@mail.ru) HeAOMyCTUMO.

BepaukT: pazpemutsb

Yposens HapymieHus: Beicokuid Ter: 3amaya 10



3agaua 11

B cBs13u ¢ pasriwiipaAiCTBOM COTPYAHHUKOB, MEPEIAIOIIMX CBOU MMAPOJIM KOJUIETaM C IOMOUIbIO
MOYTHl M COOOIIEHUI, HEOOXOAMMO TMPENOTBPATHTH Iepeaady JIOObIX CTaHIAPTHU3UPOBAHHBIX
napoyieid Juis MH(QOPMALMOHHOW CHCTEMBl B OTKPBITOM BHJAE JIOOBIMH OTHPAaBUTEISIMH U
IIOJIy4aTENSIMU KaK BHYTPH, TaK U 3a MPEAEIIbl KOMIIAHUU.

Crout y4ecTb, UTO MApPOJIM MOTYT IEpPeaBaThCs JIOOBIM YKa3aHHBIM CIIOCOOOM: COLMATbHbBIE
CeTH W TpodHMe pecypchl (B Opaysepe), MecCeHIKephl, mourta, (ruemku. HeoOxomumo Takxke
KOHTPOJIMPOBATh HAJIMUME IapOJIel B CETEBBIX KaTalorax.

Croutr ydecTb, UTO OTHEJN TaK Kak TreHepauued mnapoieil 3anmmaercs otnen UT, 1o
MOJIb30BaTENN OTJAeNIa MOTYT pPacChUlaTh MApoiH IMOJb30BATENsIM COBEPILIEHHO CBOOOIHO, HO
TOJIBKO BHYTPY KOMIIaHUHU.

CrannapTusupoBaHHble GOpPMATHI aposiel (KUPHIUIHLA):

6 OykB — 1 3nak !7#$" & — 2-4 uudper — 4 OykBel — 2-3 3Haka !?7#$"/ & (mampumep,
[TaPonb#67pKHE!? )

Bepaukr: paspemnTs

VYposens Hapymienusi: cpeanuit Ter: 3agaua 11

3agaua 12

Heo6xon1uMo KOHTpOJIMPOBAThH Mepesiady ONpeesIeHHbIX THIOB (DaiijioB TOJIIBKO 3a IMpeelbl
KOMIIaHHUH.

Bepaukr: paspemmts YpoBeHb HapylieHus: Hu3kui Ter: 3agaua 12

3amaua 13

B cBs3u ¢ TeM, YTO KOMIIAHUs SBISIETCS ONEPaTOpoM OOPAaOOTKM MEPCOHAIBHBIX JaHHBIX,
HEOOXOIMMO 3alpeTUTh BCEM COTPYIHHMKaM KpoMme oTiena (1Mo BapuaHTaM) OTIPAaBIAThH
JTOKYMEHTBI, COJIepKaIue HH(HOPMAITUIO O TACTIOPTHBIX TAaHHBIX 32 Mpeenbl koMmanuu. Otaen (1o
BapHaHTaM) MOXET OTIIPABIATH (Paiibl 63 orpaHUYeHUH.

Bepaukr: pazpemnts YpoBeHb HapylieHus: Hu3kui Ter: 3agava 13

Onucanue mooyna F: «llpeoomepawenue uHyuoenmos u ynpaegienue CcoOLIMUAMU
UHDOPMAYUOHHOU OE30NACHOCTUY

Heo0xoaumMo HaCTPOUTH BUKETHI M OTYETHI B CUCTEME MPEIOTBPAIICHUS YTEUCK.

[Ipu BeIMOTHEHUH MO F cTaBATCS CIACYIONIUE [IEITH:

1. HacTpoiika KOHTpOJIA 10CTyIa K CUCTEME.

2. Pa3paboTKa BHKETOB M OTYETOB, OTOOPAXKAIOIINX OIPEICICHHBIE COOBITUS M UHITUICHTHI
0€30IaCHOCTH.

IIpu BeITOJHEHUU MOAYAA F cTaBsATCA CASAYIONINE 3a1a4M:

3anava 1: Kontpoinb qocryna
Heob6xonumo co3nath nons3oBaresst DLP cucteMsl ¢ onpeaeneHHbIMUA IpaBaMH IPOCMOTpa U
pEAAKTUPOBAHUS.

3amgaya 2: CBoaku
Co3paiiTe HOBbIE BKJIAJIKU CBOAKH B paznene «CBoakay



3anmada 3: BumkeTsl

Co3znatite B cBOAKE 4 BUIKETA:

9. Beibopka mo coOBITHSIM 32 TIEpUO]T

10. Be16opka 1o moJUTUKaM ¢ TEXHOJIOTUSIMH 3a TEPUOJ]
11. CraTuctrka 3a nepuo

12. Tlo HapymuTensM 3a nepuoa

3anava 4

HeoOxomumo co3maTh  BWIKET OTOOpaXkaroluid COOBITHSI  OmpeleleHHoro Tuma (C
OTIpE/ICNIEHHOTO YCTPOMCTBA U T. I1.) 3@ MEPUO/I.

3apuKcupoBaTh CKPUHIIIOTOM KOHCTPYKTOpPa BEIOOPKHU.

3agaya 5

HeobxonumMo  co3maTh  BHJDKET — OTOOpPAXaromUil  COOBITHSL  OINPENEIIEHHOIO  YPOBHS
(ompeneneHHBIX TOJUTHK | T. 11.) 32 TIEPHO/I.
OneHnBaHNe OTBETA HA IEMOHCTPALIMOHHOM 3K3aMEHe

IlepeBox cymMMBbl MOJMYYEHHbIX OaljiOB B OLIGHKH «OTIMYHO», «XOPOIIO»,

«yIOBJICTBOPUTEIIBHO», «HEYNOBIECTBOPUTEIBLHO» OCYIIECTBIACTCA B COOTBETCTBHH C IOPSIKOM,
yrBep)kAeHHBIM [lepBbiM npopekTopoM 1o YP Antl'Y.

OnenuBanne BBIIYCKHOI KBATH(UKALMOHHON padoThl

Xopouo

BIX  TpeOOBaHUIA,
MIPEIBSIBISIEMBIX K
MOJITOTOBKE
CTY/ICHTOB, a
TaKxe
TpeOOBaHUM,
MPEIBSIBIIEMBIM K
BKP; 2.
CootBercTBHE
TEMBI BKP
CTeMATU3aNN
MPOTrpamMMmBl,
aKTyaJbHOCTb,
CTETICHb
pa3paboTaHHOCTH
tembl; 3. KauecTBO

4-0annbHas WIKAJIa IHoka3zaTenu Kpurtepun

OtiinyHO 1. Crenenp | BKP HocUT nccnenoBaTenbeKuil XapakTep, COAEPKUT
COOTBETCTBUS IPaMOTHO  H3JI0XKEHHYIO  TEOpeTHdeckyr  0asy,
paboThl  YPOBHIO | COJEpXKATeNIbHbIM aHAIN3 MPAKTUYECKOro MaTepuana,
KBIM(UKAIIMOHH | XapaKTepu3yeTcs JOTMYHBIM H3JI0)KEHUEM MaTepuaia

C COOTBETCTBYIOIIMMHU BBIBOJAAMH M 00OOCHOBAHHBIMU
npennoxenusasmu; BKP onenena Ha «OoTIHMYHOY
PELIEH3EHTOM

BKP HOCHT HccneoBaTeIbCKUM XapakTep, CONEPKUT

rPaMOTHO  M3JIOKEHHYIO  TEOpeTHUYecKyr  0asy,
JIOCTaTOYHO IOAPOOHBIM aHalIM3 MPAKTUYECKOTO
MaTepuana, XapakTepu3yercs B

LEJIOM [10CJIEI0BATEIbHBIM

M3IIOKEHUEM MaTepHalia; BBIBOIBI MO paboTe HOCAT
MPaBWIbHBIN, HO HE BIOJIHE Pa3BEPHYTHIM XapaKTep;
Opy 3amuTe Oo0ydJaromuiicss B 1L€JI0M IOKa3bIBaeT
3HAaHUA B OIpe/eNIEHHOW 00J1acTH, yMeeT OMUpaThCs
Ha JaHHBIE CBOETO HCCIEAOBAHUSA, BHOCUT CBOH
PEKOMEHIAalUK; BO BpeMsl JOKJIaa, 00yJarouuiics
0e3 0coOBIX 3aTpYJHEHUH OTBEYAET Ha IMOCTABICHHbIE
Bonpockl BKP onienena penenseHrom




y,[[OBJ'IGTBOpI/ITeJ'IBHO

HeynosnersopurenbHo

u
CaMOCTOSATEILHOC
Th TIPOBEACHHOTO
HUCCIEI0BAHHUsI/BEI
IIOJIHEHHOTO
MpoeKTa, B TOM
qyucie

BKP HOCHT HccieqoBaTENbCKUN XapakTep, COACPIKUT
TEOPEeTUYECKYl0  I[IaBy ©  Oasupyercs  Ha
MIPAKTHYECKOM MaTepuaie, HO OTJIMYAETCS
MOBEPXHOCTHBIM  aHAJIM30M W HEJIOCTAaTOYHO
KPUTHYECKHM pa3zbopom; B paboTe mpocMaTpuBaeTCs
HEIOCJEI0BATeIbHOCTh  U3JIOKEHUs  MaTepuaa,
IIPEICTaBICHbI HEI0CTAaTOYHO 000CHOBaHHbBIE
YTBCPIKIACHUA, B OT3bIBC PCLCH3CHTA HMCHOTCA
3aMeuyaHusl MO0 COJEPKaHUI0 pPaboThl W METOJUKH
aHaJIM3a; TpH 3alUTe OOYYAIOUIUICS MPOSBISET
HEYBEpPEHHOCTD,TI0Ka3bIBAET cab0e 3HaHUE BOIPOCOB
onpeneieHHOW  o0iacTH, HE JaeT  MOJHOTO,
apryMEeHTUPOBAHHOTO OTBETA

Ha 3aJIaHHBIEC BOMIPOCHI

BKP He HOCHT HCClIenOBaTeNbCKOrO XapakTepa, He
COJICPXKUT MPAKTHYECKOro pa3dopa; HE OTBEYaeT
TpeOOBaHUSM, M3JIOKEHHBIM B  METOJIUYECKUX
ykazanusix Antl'Y; He uMMeeT BBIBOJOB JIMOO OHHU
HOCAT  JIEKJIApaTUBHBIA  XapakTep; B  OT3bIBE
pELEH3eHTa HMMEIOTCSl 3aMe4aHusl 10 COAECPIKAHHIO
paboThl ¥ METOAWKM aHaiuW3a; TMpU  3aluTe
oOyyaromuics 3aTPYyIHSIETCA OTBEYATh Ha
IIOCTaBJICHHBIE BOIIPOCHI IO TEME, HE 3HAET TEOPHUU
BOIIPOCA, IIPU OTBETE JOIYCKAET

CYIIIECTBEHHBIC OIIMOKHU

TunoBblie KOHTPOJBbHDbIC 3aJTaHUA HJIX UHBIC MaTCPHUAJIbI, HCOﬁXO}lHMbIe AJId OHE€HKH

pe3yJbTAaTOB 0CBOEHHS 00pa30BaTeIbLHOI NMPOrpaMMbl

P CKOMCHAYEMasA TEMAaTUKa BBIITYCKHBIX KBaJ'II/I(i)I/IKaI_[I/IOHHI)IX pa60T

1. TIpoekT obecredeHns: HHKEHEPHO-TEXHUIECKOM 3aIIUThl 00BeKTa odrca I YCUICHUS
ero nHPOPMaIMOHHOK 0€301MacCHOCTH

2. PazpaboTka KOMIUIEKCHOW CUCTEMBI 3aIIUThl HHPOPMALIMU 00bEKTa 3aIIUTHI

3. PazpaboTtka komruiekcHO#M cuctemsbl 3amuThl nHbopmaruu (KC3W) npennpustus.
4. PazpaboTka OCHOBHBIX HamnpasieHuil coepieHcTBoBanusa KC3U npenmpusrusi.
5. Pa3paboTka crieHapust HHXEHEPHO-TEXHUYECKON 3aIUThl HHGOPMAITIH B
KabuHeTe/moapasesieHiH (yKka3aTh Ha3BaHUE) PYKOBOAUTEIS OpraHU3aluu

6. CoBepIIeHCTBOBAHHE CHCTEMBI MH(DOPMAIIMOHHOM 0€30MacHOCTH B TIOMEIIECHUIX

Ha3BaHUC OpTraHU3allNN.

7. OpFaHI/ISaHI/IH 0€e30IMaCHOCTH CETU MMpCAIPHUATHA C UCITIOJIb30BAHUCM OHepaHHOHHOﬁ

cucrtemsbl Linux

8. ABToMaTtu3anus obecrieueHus: THPOPMAIIMOHHOM 0€30MaCHOCTH TPYIIbI KOMITAHUN Ha

0a3e OC Unix/Linux.

9. Opranuzanus 6e3omacHoro yaaieHHoro noctymna k JIBC npeanpusitus.

10. INocTpoeHue 3amuIleHHON BUPTYallbHOM CETH Ha 06a3e CrenuaIn3upoBaHHOTO
POrPaMMHOT0 OOecTieueHuUs Ha MPEATNPUSITHH.

11. ABToMaTu3anus yuera KOHQHUICHIUATBHBIX TOKYMEHTOB Ha MPEANPUITHH.

12. Opranusaius nporeccoB MOHUTOPUHTA KOHPHUACHIINATHLHOTO JOKYMEHTO000pOTa Ha

IPEANPUATHH.

13. ABTOMaTI/I3aHI/I$I nponcecca NpOBEPOK HAJTHUYHA KOH(l)I/II[CHI_II/IaJ'ILHBIX AOKYMCHTOB Ha




IPEINPHUATHH.

14. Opranusanusi CUCTeMBbI INTAaHUPOBaHuUs U KOHTpos pyHkimonuposanust KC3U na
IPEIIPUATHH.

15. Opranmzanus noacucTemsl, ooecneunBaromieit ynpasienue KC3U B ycnoBusax
Ype3BbIYANHON CUTYal[UU Ha IPEINPUATHH.

MeToauuyeckue MaTepuaJbl, onpeac/Jasaomue npoueaypbl ONCHUBAHUSA PE3YyJbTATOBOCBOCHUSA
nporpaMmasbl NOATrOTOBKHU CICHMUAJIUCTOB CPEIHEIO 3BCHA

®opMoOii  TOCYZapCTBEHHOM WTOTOBOM aTTecTallud MO MPOrpaMMme IMOATOTOBKH
CHENHAINCTOB cpeaHero 3BeHa mo crenuansHocTH 10.02.05. Obecneyenne WHGOPMALMOHHON
0€30MacHOCTH aBTOMAaTHU3MPOBAHHBIX CHUCTEM SIBIISIETCS 3aIMTa BHIMTYCKHON KBaIU(PUKAITUOHHOMN
paboThI / IPOEKTa B BUC TUIIIOMHOM paOOThI M AEMOHCTPAIIMOHHOTO dK3ameHa (/19).

JleMOHCTpallMOHHBIA HSK3aMEH MPOBOJUTCS HAa OCHOBE TpeOOBaHUIl K pe3yiabTaTam
OCBOCHHS O00pa30BaTEeIbHONM MPOTPaMMBI  CPEAHEr0 MpO(EeCCHOHAIBHOTO  00pa3oBaHM,
ycranoBieHHbIX PI'OC CIIO mo cneumansHoctu 10.02.05. OGecnieuenune uHGOpMaLUMOHHON
0€30MIaCHOCTH  aBTOMAaTH3MPOBAaHHBIX  cUCTeM——IlIporeaypa OICHMBaHUS  Pe3yJIbTAaTOB
BBINOJIHEHUS 33/1aHUM  IEMOHCTPAIMOHHOTO JK3aMEHa OCYILECTBIISETCS B COOTBETCTBHU C
TpeOOBaHUSIMHU KOMIUIEKTA OIIEHOYHON JTOKyMEHTAIINH.

Mertonuyeckue MaTepHalbl, OINpeNeNAIoNIe MPOLEAYpbl OLEHUBAHUS pE3YIbTaTOB
OCBOEHUS MPOTPaMMBbl MIOJIFOTOBKY CHEUAINCTOB CPEIHEro 3BeHa 1o crneunaabHocty 10.02.05.
Obecneuenue nHGOPMAIIMOHHON 0€30IaCHOCTH aBTOMATU3UPOBAHHBIX CUCTEM.



Ilnan padorsl LlenTpa npoBeeHUs 1eMOHCTPAIIMOHHOIO IK3aMEeHAa
no cnenuagbHocT 10.02.05. O6ecneuenue HHGOPMANMOHHOI 0€30MACHOCTH ABTOMATU3HMPOBAHHBIX CHCTEM
Anpec HITAD: r. bapnayn, npocnekt Komcomonbckuit 100
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(00.00.0000)

HauaJsio meponpusitus
(ykaxure B
dopmareHU:MM)

Oxonuanue
MeponpusTHs
(ykaxure B popmare
YY:MM)

JuTeIbHOCTH
MeponpuATHs (pacyer
NPOU3BOAUTCS
aBTOMATHY€CKH)

Meponpusitue

ITonroroBuTENLHBIHN

IIpoBepka roroBHOCTH
[IPOBEACHUSA
J€EMOHCTPALMOHHOI O
JK3aMeHa

IToaroroBUTENLHBIN

Pacrnipenenenue obsi3aHHOCTEH TIO
MIPOBEJICHUIO IK3aMEHA MEXKITY
YJi€HaMHW DKCIIEPTHON TPYIIIIbI

IlonroroBuTENLHBIN

HNHCcTpyKTa)X DKCIEPTHOM TPYIIIIBI
110 OXpaHe TpyJa U TEXHUKE
0e30MacHOCTH, COOp MOaIUCceH

TloaroroBuTeNbHBIN

P Crucrpanuusa y4HaCTHUKOB
JACMOHCTPAIMOHHOI'O DK3aMCHaA

IloaroToBUTENBHBIM

HNHcTpyKTaX y4aCTHUKOB I10
OXpaHe TPpyZAa U TEXHUKE
0e301acHOCTH

TloaroroBurenbHBIN

Pacnpenenenue pabounx
MecT(>kepeObeBKa) U
03HAKOMJICHUE YYaCTHHKOB C
pabodynmu MecTamu,
o0opynoBaHueMm, rpaukom
paboThI, MHOW JOKYMEHTAIIHEH

TloaroroBuTeNbHBIN

HonyquHe rJIaBHBIM 3KCIIEPTOM




3alaHusg JCMOHCTPAIUOHHOT'O

JK3aMeHa
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Alers MpaBUJIaMU
Hens /10 Bpudunr sxcneptos
Hens J12 Brigaua 3aganus
Hens 1D Oben
Hens 110 Brimaua 3aganus

Hens 10

Pabota akcriepToB







